NORTH CAROLINA DEPARTMENT OF CORRECTION
BOMB THREAT PROCEDURES

Bomb threats are perpetrators that fall into two categories: the real bomber and the bomb hoaxer, usually different crimes for different reasons.  Although the difference can be recognized in most situations by trained individuals, it is imperative that a Bomb Threat Plan be established, managed, and enforced at all work locations within the Department of Correction.  Response time/action to a bomb threat is essential and is the key element to saving lives.  The following bomb threat procedures have been established.

A. Receiving the Bomb Threat

Normally a bomb threat will not be directed to an individual, but rather to the person who first answers the call.  This person would most likely be a receptionist or a secretary.  Therefore, it is imperative that these individuals and all other personnel are fully informed on how to handle bomb threat calls as outlined below.  Further, the attached documents should be copied and made readily available for all personnel responsible for answering telephones.

1. Do not panic and hang up.  Remain calm; try to keep the caller on the line to obtain as much information as possible, and note/write every word spoken by the caller.

2. Listen to what the caller has to say and pay particular attention to any strange or peculiar background noises such as motors running, music, or any other noises which might give even a remote clue as to the place from where the call is being made.

3. Inform the caller that the building is occupied and the detonation of a bomb could result in death or serious injury to many innocent people. 

4. If the caller does not provide details, attempt to ask for information such as:

· Location of the bomb

· Time of detonation

· What does the bomb look like? (description of package)

· Type of bomb (time bomb, plastic explosive, any technical information)

· What is the motive for planting the bomb?

5. Listen closely to the caller’s voice and note the following:

· Male/Female/Race/Age (young or older)

· Emotional or mental state

· Attitude or manner

· Speech, language, accent

· Background noises

6. Ask for the caller’s name.  There are several documented cases wherein the caller actually gave his/her name when asked.

7. Immediately after the call, contact the appropriate official(s) in the order indicated below and be prepared to give as much information as possible.

1.  Designated officer in charge of the building, section, floor, etc.

2.  Safety/security department

8. Prepare a complete written report as soon as feasible.

B.  Evacuation
Any decision to evacuate and re-enter the building will be made by the building security monitor after receiving instructions from officials of the safety/security department.  This information will pass from the building security monitor through the floor security monitor(s) and/or the area security monitors.  Each floor security monitor will be responsible for notifying all individuals in his or her area of responsibility.  It is the responsibility of the State to notify all persons in the building that is being evacuated and that everyone in the building must get out as rapidly and safely as possibly.  When employees are briefed on bomb threat procedures, it must be made clear that they do not have a choice on whether to remain in the building or evacuate it.  All employees must leave the building.  Determination of how long the building is to be vacated will normally be provided after adequate search procedures have been completed.

Evacuation Principles

1. If feasible, unplug all electrical office machines prior to departure.

2. Individuals should take their personal belongings and valuables with them, i.e., purse, briefcase, coat, lunch bag, etc.

3. Use the exit nearest your office.

4. Do not close office doors or turn off lights.

5. Only stairs should be used for exiting the building.

6. Elevators should not be used for exiting the building except for emergency personnel or the handicapped.  This is for safety precautions, i.e., power failure, fire, location of explosive device, etc.

7. All personnel should assemble at a given/designated point away from the building.

C.  Searching/Locating the Bomb

Upon being notified that a bomb threat call has been received from the safety/security department or other source, the building, security monitor will immediately notify the floor security monitor(s) and station him/herself at a point in the building (designated as the control center) for directing all bomb threat activities for the building.  The security monitor will also be responsible for ensuring that local authorities are notified, i.e., 911; police department; fire department, etc.

Security monitors – are responsible for the search of their designated areas.  Each security monitor will utilize only as many individuals as he/she deems necessary to conduct a quick walk-thru search (seven minutes) as building is being evacuated.

1. Area security monitors will designate the search team for their areas of responsibility.  It is suggested that search team members be work area occupants that are already familiar with the area and its contents.

2. It is imperative that personnel involved in the search be instructed that their mission is only to search for and report suspicious objects.  Searchers must not touch, move, or jar the suspicious object or anything attached to it.  The removal/disarming of a bomb must be left to the trained experts (hazardous devices technicians).

3. Two searchers per area are recommended wherein each would overlap searching the assigned areas.  The number of search team members should consist of being able to search their assigned areas in at least seven minutes.

4. Search quickly and thoroughly, looking for anything suspicious or out of place.

5. Open/constant communication with team members and security monitors is imperative.

6. When the search of each area is completed, the search team member will immediately report his/her findings to the floor security monitor.

7. When the floor has been completely searched, the floor security monitor will immediately report his/her findings to the building security monitor.  The security monitor will coordinate with local authorities who will then be responsible for continuing the search.

8. When building clearance is completed, the information shall be conveyed to the designated officer in charge and the safety/security department. 

NORTH CAROLINA DEPARTMENT OF CORRECTION
BOMB THREAT REPORT

QUESTIONS TO ASK:




CALLER’S VOICE:

1.  Where is the bomb?       



 FORMCHECKBOX 
 Calm
 FORMCHECKBOX 
 Nasal

 FORMCHECKBOX 
 Angry
 FORMCHECKBOX 
 Stutter

2.  When is the bomb going to explode?       

 FORMCHECKBOX 
 Excited
 FORMCHECKBOX 
 Lisp










 FORMCHECKBOX 
 Slow
 FORMCHECKBOX 
 Raspy

3.  What does the bomb look like?       


 FORMCHECKBOX 
 Rapid
 FORMCHECKBOX 
 Deep









 FORMCHECKBOX 
 Soft
 FORMCHECKBOX 
 Ragged

4.  What kind of bomb is it?       



 FORMCHECKBOX 
 Loud
 FORMCHECKBOX 
 Clearing Throat









 FORMCHECKBOX 
 Laughter
 FORMCHECKBOX 
 Deep Breathing

5.  Did you place the bomb?       



 FORMCHECKBOX 
 Crying
 FORMCHECKBOX 
 Cracking Voice









 FORMCHECKBOX 
 Normal
 FORMCHECKBOX 
 Disguised

6.  Why?       





 FORMCHECKBOX 
 Distinct
 FORMCHECKBOX 
 Accent









 FORMCHECKBOX 
 Slurred
 FORMCHECKBOX 
 Familiar

7.  What is your name?       



 FORMCHECKBOX 
 Whispered









If voice is familiar, who did it sound BACKGROUND SOUNDS:




like?       
 FORMCHECKBOX 
 Street Noises
 FORMCHECKBOX 
 Factory Machinery

 FORMCHECKBOX 
 Crockery

 FORMCHECKBOX 
 Animal Noises


THREAT LANGUAGE:
 FORMCHECKBOX 
 PA System

 FORMCHECKBOX 
 Clear

 FORMCHECKBOX 
 Music

 FORMCHECKBOX 
 Static



 FORMCHECKBOX 
 Well Spoken (educated)

 FORMCHECKBOX 
 House Noises
 FORMCHECKBOX 
 Local



 FORMCHECKBOX 
 Foul
 FORMCHECKBOX 
 Taped

 FORMCHECKBOX 
 Motor Noises
 FORMCHECKBOX 
 Telephone Booth


 FORMCHECKBOX 
 Irrational
 FORMCHECKBOX 
 Message Read

 FORMCHECKBOX 
 Office Machinery
 FORMCHECKBOX 
 Other      
Description of Caller:   FORMCHECKBOX 
 Male
 FORMCHECKBOX 
 Female
 FORMCHECKBOX 
 Race
 FORMCHECKBOX 
 Age

Date of Call:       

Time of Call:       

Length of Call:       
Telephone number at which call is received:       
EXACT WORDING OF THE THREAT CALL:       
SIGNATURE OF PERSON RECEIVING THE CALL:  






BOMB THREAT TIPS

REMEMBER:  Although the following are generalized differences, 
ALL BOMB THREATS should be taken seriously and handled accordingly by appropriate personnel.

THE REAL BOMBER





1. Has or expresses knowledge of explosives and materials used – knows what is in the bomb and type of bomb.

2. Uses knowledgeable words, i.e., Time Bomb; Pipe Bomb; Dynamite; Device; Case of C-4 Fertilizer, Fusing, etc.

3. Knows location of bomb and exact time of detonation (normally does not give much time) “Time bomb is in the men’s bathroom on the second floor and will go off in 15 minutes.”

4. Very articulate, intelligent sounding, skilled, stand-up type person.

5. Context/Reasons: social, political, racial factors.

6. Usually will not make a threat call but rather has another person make the threat call.


HOAXER

1. Is usually not forthcoming with knowledge of explosives or materials used. 

2. Does not use knowledgeable words or terms.

3. Normally will not express where the bomb is located because there isn’t one and will most likely not give a time, i.e., “There’s a bomb in the building.”

4. More of a cowardly type caller; harasser, etc.

5. Controversial, tension.

6. Makes the call him/herself.

LETTER AND BOMB PACKAGE AWARENESS

Receiving mail – be alert for:
1. Unusual bulk, weight or balance.

2. Round, cylindrical/angular contour/thickness.

3. Staining on container.

4. Odor emanating from the item.

5. Unusual or needless instructions.

6. Excessive precautionary labeling.

7. External wire or metallic tape.

8. String/twine passing into the item.

Opening mail – be alert for:

1. Unusual inner sheathing or wrapping.

2. Any inner binding, wire, or twine.

3. Unusual resistance upon attempting to withdraw contents.

4. Electrical or mechanical items.

5. Unusual metallic, plastic, or rubber-like material or items.

6. Wooden boxing or containers within containers.

If you become suspicious:

1. STOP!  Put the item down quickly and gently.

2. Notify everyone in the area.

3. Evacuate the room.  Put two or more walls between you and the item.

4. Notify supervisory and public safety authorities.

5. Call for expert assistance: (SBI Hazardous Devices Unit, Raleigh, NC  919-662-4500)

Special Points:

1. Don’t open any package that has made you suspicious.

2. Be cautious about receiving well packaged but unsolicited items.

3. A recent bombing involved an introductory letter, under separate cover, preparing the victim for receipt of the package bomb.

4. Be more cautious about packages that are delivered by other than recognized services such as US Mail, UPS, interoffice mail, etc.
