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I. 
INTRODUCTION

A. PURPOSE OF THE PLAN

The purpose of the Technical Hazards Identification and Risk Assessment (T-HIRA) plan is to support state and local government agencies and first responders, and their industry and community partners in identifying hazards, prioritizing technological risks, and identifying actionable mitigation options to eliminate or reduce risk wherever possible.  This plan will identify the strategy, goal, objectives, and key performance measures that support the successful mitigation of technical hazards in the state of North Carolina. Successful implementation of this plan reduces the significant impact that technological hazards present to the health and safety of the population, property, and the environment.    The key constituents of this plan are the management and staff of the facilities or sources of technological hazards, and local and state government agency personnel that plan and prepare for, respond to, and work to prevent disasters from technical hazards.  This plan is intended to complement the Natural Hazards Mitigation plan (known as the 322 plan).

The statewide risk and mitigation assessments are two distinct efforts both covered by this plan.  The T-HIRA is the risk assessment that identifies and assigns each type of technological hazard source an overall evaluation of risk, and establishes risk mitigation priorities. The mitigation assessment then focuses on those identified priorities (the medium and high risk sources) to identify sensible and actionable local mitigation options. The T-HIRA is performed on a regional or state level to conserve resources and gain economies of scale, and the mitigation assessment is done at the smallest scale appropriate to the nature of the hazard and local resources, usually at the county level. The overall concept is to identify hazards, assess risk, prioritize high and medium risk sources, and seek to mitigate those risks by implementing locally generated mitigation options.  The North Carolina Division of Emergency Management’s major roles in this plan are to support implementation of this plan by providing local and state leaders with facts, findings and recommendations, and provide resources to conduct the T-HIRA and mitigation option assessment and support the implementation of high-value mitigation programs.  

Risk is the consideration of the probability that a harmful event will occur along with the range of potential consequences if it does.  A risk assessment is a methodical process that combines best available data concerning probability and consequences to produce a set of facts, findings and recommendations.  The basis of the overall risk assessment is determined by assigning a probability and consequence score to each of eight risk measures or bases that focus on the potential for harmful consequences for each identified hazard.  The risk is then expressed as a high, medium, and low planning priority.   The identification of at least one or multiple risk bases is the most critical part of the assessment as the basis of risk then guides the mitigation option assessment process by focusing efforts on local conditions and allows for identification of meaningful and actionable options.  

The eight risk measures (bases) are:
1. Potential for serious human injuries and fatalities, both public and first responders;
2. The need for formal public protective actions such as evacuations or sheltering-in-place;
3. The potential for contamination of the environment and associated cleanup costs;
4. Availability of adequate local response assets and reliance on external resources;
5. Potential to impact sensitive receptors; 
6. Potential to impact critical infrastructure and/or disrupt continuity of response operations; 
7. Potential for economic losses;
8. Potential to harm public confidence and erode the ability of government to maintain social order.

A threat or vulnerability elimination ethic forms the conceptual core of this plan.  When a specific basis of a risk from a source is recognized, it is defined as vulnerability, or in counter terrorism terms, as a threat.  This ethic expresses the conviction that with the implementation of the T-HIRA and mitigation program, our society can demonstrate respect for known hazards and significantly improve overall resiliency, reduce or eliminate vulnerabilities and threats, provide for the safety of the population, and maintain the quality of environment in North Carolina.  This ethic is especially pertinent in an age defined by an ongoing war on terror where technological hazards are both ideal targets and weapons for terrorists to achieve their political intentions. 

An example scenario will help illustrate the concept.  In a scenario where a facility (source) stores a significant quantity of a Toxic Inhalation Hazard (TIH) chemical there is the potential to cause harm to public health, property, and environment in the community downwind from the source if it released either during transportation to or from the facility or from storage.  This facility and related transportation corridors represent a hazard and are a potential source of risk.  Where this hazard is ranked as a high or medium risk based on at least one or more of the risk bases, a mitigation option assessment must be conducted.  In this example, one of the bases of the risk is the community’s dependence on external response resources.  

A facility (or community) that relies on external emergency response support from a regional hazardous materials team, or a neighboring community team is dependent on external decision making to effect an emergency response action and may be harmed by the significantly longer responder deployment time and lack of preplanning and incident command training specific to the hazard.  The risk comes from the combination of the existence of TIH hazard the potential to impact the community and the dependence on external response capabilities.  The facility and community are vulnerable in part because of the reliance on external response structures and timeframes and also because of the lack of internal knowledge and expertise.  Terrorists may recognize this vulnerability and utilize it to target the facility seeking to maximize the impact of their actions, in this sense the vulnerability become a threat.   Mitigation options then would seek to address the vulnerability and threat created by their reliance on external response capabilities. 
 
The mitigation option assessment and mitigation programs are envisioned as collaborative community scale efforts wherever possible. The intent is to use facts, findings, and recommendations of the T-HIRA to guide state leaders and programs to support mitigation option assessment and high value mitigation implementation programs wherever possible. The risk and mitigation option assessment processes will likely be changed as needed in response to new information sources and improvements in methodology.





B. SCOPE OF THE PLAN

Human caused technological hazards arise from the deliberate use or accidental release of hazardous substances, or as a result of the production of hazardous substances by another type of event, such as a fire involving pesticides or a chemical release caused by a flood. The main hazard divisions associated with hazardous substances are Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE).  This plan focuses on known CBRNE hazards which have a reasonable probability to cause death, injury or adversely affect human health; cause economic and property damage; disrupt the continuity of government response operations or harm public confidence in the ability of government to maintain social order, and/or cause long-term negative effects in the biosphere.  

The hazards inherent in many substances come from stored chemical or nuclear energy, or biotic potential, in one form or another, and their physical properties that are harmful to public health, property and the environment.  Once a hazardous substance is released in an uncontrolled event, its potential and the effects on a community are also uncontrolled.  All reactions and effects that are possible in a given situation will happen until the substance is isolated from further reaction, controlled in some manner, removed from the environment, or the potential energy is exhausted.

Generally, technological hazards involve all modes of transportation, storage, production, or use contexts, and sectors (household to industrial). In simpler terms, the major hazard divisions involve: hazardous chemical substances, explosives, biological pathogens, and radiological sources.  The diversity in type and shear number of technological hazard sources faced by citizens of North Carolina is truly massive, even without the added threat of terrorism.  At a state level, technological hazard events are an expected, even commonplace occurrence, happening more than once per day somewhere in the state on average.  It is not a question of if they will occur but where, when, and how bad will the event be.  These events will have a wide range of consequences from one that causes almost no harm to one that causes catastrophic losses.  

This plan recognizes that there are many novel hazardous substances such as emerging disease pathogens and nanomaterials that present hazards for which we have no meaningful information to access the risk.  We know for example that a novel disease event has the potential to cause a pandemic due to lack of immunity and prophylactic treatments. We know that nanomaterials exhibit many novel physical properties that allow for exciting innovations in many applications, and expect that some of these properties may be harmful in unpredictable ways.    Notwithstanding the lack of hazard information, the potential harm these substances may present should cause all stakeholders to seek to minimize the risk and implement the mitigation hierarchy in a manner similar to those with known hazards and the state should undertake efforts to collect meaningful information as it becomes available. They are not otherwise covered in this plan.  

The threat of terrorism increases both the probability and consequence elements of the risk equation for any relevant hazard.  Short of credible intelligence on a specific terrorist threat to a specific target, however, the degree of an increase in probability is not of any great value in conducting a hazard assessment.  Any probability increase that may actually be present is poorly understood and therefore highly speculative, and ranges from introducing a remote new possibility of an event occurring, to adding an almost irrelevant amount of additional risk to otherwise common events.  From a state-wide perspective, the small additional probability added to common events does not change the hazard ranking outcome.  If anything, the additional probability of an event being initiated by an act of terrorism only reinforces the mitigation requirement that already exists.  Even so, the small additional probability of an event occurring as a result of terrorism is considered in the analysis contained in this plan.

The major impact of the terrorist use of technological hazards as Weapons of Mass Destruction (WMD) is on the consequence side of the risk equation.  Terrorists are generally not opportunists.  Terrorists tend to plan attacks carefully over extended periods of time.  The presumption is that a terrorist would choose to initiate an attack when and where they have achieved an idealized balance of the Five Ts (target, timing, tools, terrain, and technique/tactics) to maximize the harmful impact on our society and achieve their political objectives.  Since this plan already follows a planning principle of maximizing the variables to achieve a reasonable worst-case scenario, then it makes sense to conclude that the worst case scenario would mirror an intended terrorist event at a facility.  At the state level, planning for the worst case scenario for non-terrorist technical hazard events accounts for terrorism related increases in both the probability and consequence elements of the risk equation.    

This plan is not the end product.  This plan is intended to:

· Describe a process to narrow the scope of assessing technological hazards to within manageable limits, yet identify the main sources of technological hazard;
· Identify, prioritize, and focus attention on the higher risk sources of technological hazard; 
· Establish an five year cyclical planning process;
· Present an initial or baseline state level T-HIRA assessment for CBRNE, and subsequent a local level risk assessment products; 
· Identify a means for local governments and high risk facilities to collaboratively participate in a hazard mitigation planning process at the local level by participation in the Local Emergency Planning Committee (LEPC) for priority risks; 
· Establish a requirement for periodic threat and vulnerability updates, and a series of tools, enhancements, and associated periodic technological hazard or all-hazard intelligence products that support threat or vulnerability elimination efforts throughout the state at all levels of government.

This plan is not intended to:

· Address chronic hazards derived from environmental contamination;
· Assign risk to poorly understood or unquantifiable hazards (where no data is available); or
· Address extraordinary technological hazards for which no conceivable mitigation strategy exists to reduce the risk at a state or local level or where federal actions are the most appropriate strategy.
· Replace existing response or operations plans.

The T-HIRA and other products defined in this plan are what identify the requirement for, and drive ongoing hazard and vulnerability planning, preparedness, and actionable, high-value  mitigation activities. The initial or baseline vulnerability assessment will focus initially on state level acute technological hazards for which we presently have a means to collect, map and evaluate relevant vulnerability information in a meaningful way.  Significant effort has been placed on identifying representative data for all four of the CBRNE divisions considering nuclear and radiological as one division.  

The rational for merging radiological and nuclear is that once a terrorist gains a nuclear weapon capability, they achieve some sense of parity with state (national) governments and this reduces the asymmetrical warfare aspect that helps to define them as terrorists.  They have a reduced need to resort to terrorism to gain their political objectives. Additionally, there is no available nuclear threat data to represent in this plan at this time.  The notion that a terrorist may be capable of obtaining a nuclear weapon, transport it into the state and unilaterally detonate it is beyond the scope of this plan.  Outside of federal level or supported intelligence and law enforcement anti-proliferation efforts, no known state or local government mitigation strategy would be of any use in mitigating the hazard, short of extreme changes in infrastructure and society to reduce vulnerability.  Eliminating extraordinary hazards, for which no state or local mitigation strategies are available, from active consideration allows focus on the more common technological hazards for which high-value mitigation strategies relevant and actionable.

Mitigation options will be generated based on the mitigation hierarchy  

Specifically the plan will initially emphasize: 

· The hazardous materials imported and exported by the state of North Carolina as represented by the US Department of Transportation Hazardous Material (HM) Commodity Flow Study data, representing the volumes of HM transported through the state and associated hazardous material corridors, and the series of Regional Hazardous Materials Transportation Studies conducted from 2008 through 2013 by Domestic Preparedness Regions (DPRs) within the state that identify priority Extremely Hazardous Substances(EHSs) and the associated transportation corridors by mode and volume on an annual basis;
· The Tier II data (Hazardous Chemical Inventory Report) submitted by facilities annually to comply with the requirements of the Emergency Planning and Community Right-to-Know Act (EPCRA) that documents the number of facilities that store, use, or produce hazardous chemicals in the state and the associated hazards and volumes as contained in the E-Plan database; 
· The facilities with greater than the Threshold Quantity (TQ) of a Regulated Substance  listed under the Risk Management Plan (RMP) program of the Clean Air Act amendments, that represent the highest hazard fixed facilities within the state; and 
· The radiological sources represented by the fixed nuclear facilities covered under the Radiation Emergency Preparedness program (REP).  

Explosives and biological hazards are mentioned and evaluated but additional work continues to be a priority to fully evaluate them properly with the guidance and support of partner agencies. 


To gain some perspective on the scope and develop context, consider the following facts: 

· Over 6,600 North Carolina facilities submitted Hazard Chemical Inventory Reports (SARA Tier II) in 2012.   The Tier II report is required to be submitted when a business stores one or more hazardous chemicals in volumes exceeding 10,000 pounds or the Threshold Planning Quantity (TPQ) or 500 pounds, whichever is less for Extremely Hazardous Substances (EHSs).  The TPQ is set for Extremely Hazardous Materials based on relative hazard and ranges from 1 to 10,000 lbs.  These reports showed over 27,000 hazardous chemicals in production, use, and/or storage in the state.  Of the 27,000 hazardous chemicals, 2,428 of them were unique listings, 3,507 were of Extremely Hazardous Substances, 13,087 were flammable, 5,437 were reactive, 22,362 presented acute hazards and 13,913 presented chronic hazards.[endnoteRef:1] [1:  E-Plan Tier II Data, UT Dallas, for the State of  North Carolina, October of 2012] 

· As of February 2012, the Chemical Abstract Service (CAS) listed over 70 million unique organic and inorganic chemicals, and over 64 million DNA and protein sequences in use world-wide.  Of these 68,812,516 are commercially available chemicals and 296,811 are regulated substances.[endnoteRef:2]  Any of these can be found in North Carolina only limited by certain export/import restrictions.  Of this huge number, many are only found in laboratory settings and are largely exempt from reporting because they are managed by qualified experts. [2:  Web page, American Chemical Society, Chemical Abstract Service, CAS Database Counter] 

· “Worldwide, 16 million people die from infectious disease every year, and many of these deaths are preventable… The bacterium Clostridium botulinum produces a toxin so potent that 3 grams would be enough to kill the population of the United Kingdom and 400 grams would kill everyone on the planet.”[endnoteRef:3] In total, there are ~1,400 known species of human pathogens (including viruses, bacteria, fungi, protozoa and helminths).  Human pathogens account for much less than 1% of the total number of microbial species on the planet.[endnoteRef:4]  Of the known human pathogens, 66 are considered important on a world-wide basis as they account for the highest mortality rates worldwide. [endnoteRef:5]   Fifty four pathogens are considered select agents by the US Department of Homeland Security.[endnoteRef:6] Of the select agents, 30 are considered potential bioterror or biocrime agents.[endnoteRef:7]  North Carolina is home to at least seven Bio Safety Level 3+ laboratories capable of working with most of the most hazardous of these pathogens and numerous BSL 1 and 2 laboratories that routinely handle many of the less hazardous pathogens.  North Carolina supports hundreds of biotechnology companies many of which work with a variety of human, animal, and plant pathogens and biological agents. [3:  Microbiology by numbers, Nat Rev Micro PY, 09/2011, Nature Publishing Group, Microbiology by numbers : Article : Nature Reviews Microbiology]  [4:  Microbiology by numbers, Nat Rev Micro PY, 09/2011, Nature Publishing Group, Microbiology by numbers : Article : Nature Reviews Microbiology]  [5:  Web Page, Microbial Rosetta Stone, ibis Biosciences, Table 3, Globally Important Human Pathogens,  MRS- Globally Important Human Pathogens]  [6:  Web Page, Microbial Rosetta Stone, ibis Biosciences, Table 1, HHS Select Agents, MRS- HHS Select Agents]  [7:  Web Page, Microbial Rosetta Stone, ibis Biosciences, Table 9, MRS - Biocrime Agents] 

· [bookmark: State_Hazard_Database]The 2007 U.S. DOT Commodity Flow Survey shows that in 2007 North Carolina exported over 535 million pounds of materials with an economic value of almost $363.55 billion, and imported 625.7 million pounds of with an economic value of $331.1 billion.  Of that number 27.8% were hazardous materials, or 332.7 million pounds with an economic value estimated at $193.1 billion dollars.[endnoteRef:8] [8:  US Census Bureau, 2007 Economic Census, Transportation, Commodity Flow Survey, Tables 14 and 15, pgs. 118 and 119. http://www.rita.dot.gov/bts/sites/rita.dot.gov.bts/files/publications/commodity_flow_survey/final_tables_december_2009/pdf/entire.pdf] 

· U.S. DOT incident data as of March of 2013, showed that hazardous material events occurred more frequently in North Carolina than all other hazard event types combined.  North Carolina had 4,026 events over 10 years or 402 events per year on average when compared to the average event rates for natural hazards as contained in the Spatial Hazard Events and Losses Database (SHELDUS) ™[endnoteRef:9] for the state of North Carolina.  These transportation related hazardous materials incidents caused 234 injuries, 6 deaths, and cost the state over $37.7 million dollars in damages.[endnoteRef:10] This ranks HazMat transportation events in the same range at $1 to 16 million average damages per year as all natural hazards categories except hurricanes and tropical storms being outside the range on the high end at over a quarter billion dollars per year, and wild fire being outside the range on the low end at about $180 thousand per year.  Note: this data and does not include damages from fixed facility events. [9:  Web page, Spatial Hazard Events and Losses Database (SHELDUS), 1960 to 2011, NC Data, SHELDUS]  [10:  Web Page, U.S. Department of Transportation, Pipeline Safety and Hazardous Materials Administration, Office of Hazardous Materials Safety, Hazmat Intelligence Portal, Incident Data, 2004 to 3/2013, PHMSA - Incident Statistics] 

· The 2011 RMP data showed that there are 258 facilities in the state that store one or more Regulated Substances over a Threshold Quantity (TQ) established by the US EPA Risk Management Plan (RMP) rules.  The RMP regulated substances include 77 acutely toxic substances and 63 flammable gases and volatile liquids that may be released into the air posing hazards to the public and the environment beyond the facility boundaries.  According to the US EPA RMP Database, almost 2.9 million North Carolina residents live with vulnerable zones surrounding these facilities.  The greatest potential impact of by one facility includes in excess of 825 thousand people living within a 16 mile vulnerable zone.[endnoteRef:11]  [11:  US EPA RMP* Database for North Carolina, December of 2011] 

· The US Census Bureau, Economic Census of 2007, showed 444 chemical industrial producers in the state of North Carolina and showed that North Carolina was the 3rd largest producer of chemical products in the United States. These facilities shipped chemicals valued at 43.6 billion dollars, have over 35,000 employees and an annual payroll exceeding 1.95 billion dollars per year. [endnoteRef:12] The 2007 Economic Census, Commodity Flow Survey by the US Census Bureau showed in the same year NC was not in the top 20 states for either the origin or destination of commodity shipments as exports or imports from other states.  The conclusion of these facts in that report is that 42.2% of hazardous chemicals that are made in North Carolina are transported intrastate and consumed within North Carolina.[endnoteRef:13] [12:  Web page, US Census Bureau, Industry Statistics Sampler, http://www.census.gov/econ/industry/geo/g325.htm]  [13:  US Census Bureau, 2007 Economic Census, Transportation, Summary Commodity Flow Survey, Tables 5a and 5b, pg. 5] 

· The state of North Carolina purchased and consumed 37.95 million pounds of explosives in 2011; 700 thousand pounds of those were high explosives.[endnoteRef:14] [14:  United States Geological Survey, 2011 Minerals Yearbook - Explosives, pg. 23.4] 

  
C. AUTHORITY OF THE PLAN 

The authority to conduct T-HIRA and mitigation option assessments and to support planning for chemical emergency response and preparedness is as complex as the laws and definitions that regulate these materials at all levels of government.  The overall state authority residing in the NC Emergency Management Act assigns NCEM the responsibility to plan for emergencies and to coordinate with other state agencies and county governments in conducting hazard analysis for all natural and man-made emergency events and conduct risk assessment under § 166A‑19.12.[endnoteRef:15]  In addition to this general authority, regulations provide state and subdivisions of state government authority to plan within their regulatory definitions as follows:  [15:  Web Page, Chapter 166A, North Carolina Emergency Management Act, Article 1, North Carolina Emergency Management Act of 1977, § 166A‑19.12,  Powers of the Division of Emergency Management, as amended October of 2012, Chapter 166A] 


1) The Emergency Planning and Community Right-to-Know Act (EPCRA) of 1986 established the State Emergency Response Commission (SERC) and the requirement for the SERC to coordinate and evaluate local emergency response plans developed by the Local Emergency Planning Committees; appointed by the SERC and also established by EPCRA.  NCEM administers the SERC.[endnoteRef:16] [16:  Web page, the Emergency Planning and Community Right-to-Know Act, Public Law 99-499,  42 U.S.C. 11001 et seq., Section 303(e), http://www.law.cornell.edu/sites/www.law.cornell.edu/files/favicon_0.ico] 

2) The Risk management Planning (RMP) program, established under the Clean Air Act Amendments of 1990, complements the EPCRA program by requiring that facilities, with greater than a TQ of any of a 140 toxic, flammable, or highly volatile 112(r) regulated substances, develop a risk management plan that details the emergency response plan and related coordination with the LEPC.  Under Section 112(l), the United States Environmental Protection Agency delegated the authority to implement and enforce the requirements of Section 112(r) to the state of North Carolina.  The DAQ and DEM developed a working relationship under the July 16, 2000 Memorandum of Agreement (MOA) to administer the North Carolina Chemical Accident Prevention Program.[endnoteRef:17]   [17:  Memorandum of Agreement between the US EPA and NC DENR, Air Quality Division, July 30, 1999.] 

3) North Carolina Session Law 2007-107, 5.1. (a) authorizes the use of E-Plan to collect hazardous chemical inventory forms (Tier II) and facility situational information specifically to support the type of efforts outlined in this plan.[endnoteRef:18] [18:  NC Session Law 2007-107, AN ACT TO IMPROVE THE OVERSIGHT OF HAZARDOUS WASTE FACILITIES, AS RECOMMENDED BY THE GOVERNOR'S HAZARDOUS MATERIALS TASK FORCE, 06/27/2007, http://www.ncleg.net/Sessions/2007/Bills/House/PDF/H36v5.pdf] 

4) The Stafford Act of 1988, 44 CFR Part 201.3 (c) assigns the key responsibilities of the state are to coordinate all state and local activities relating to hazard evaluation and mitigation.[endnoteRef:19] [19:  Web Page, The Stafford Act of 1988, 44 CFR Part 201.3 (c), http://www.gpo.gov/fdsys/pkg/CFR-2012-title44-vol1/xml/CFR-2012-title44-vol1-sec201-3.xml] 


II. PLANNING PROCESS/METHODOLOGY

A. OVERVIEW 

The planning process for the T-HIRA is a highly collaborative effort of the Hazardous Materials (HazMat) Taskforce that is divided into an eight step, five year repeating cycle as follows:

1) Hazard Typology and Identification 
2) Data Acquisition, and Initial Model and Map Development
3) Initial Risk Assessment and Prioritization of  Future Work Products
4) State-wide Vulnerability Assessment
5) Identification of funding sources and implementation of Technical Hazard Mitigation Activities 
6) Acquisition of Additional Data Sources, Review of Data, and Refinement of Typology, Models, Assessments, and Related Work Products
7) Local T-HIRA Implementation at the County Level
8) Mitigation Option Assessment Emphasizing the Mitigation Hierarchy

The HazMat taskforce established by this plan is comprised of members from the below listed agencies and organizations and others as determined by the taskforce membership:

1) Appointed member of the State Emergency Response Commission (SERC).
2) NCEM, Plans Section, technical hazard planning staff for the EPCRA, RMP and REP programs.
3) DENR, Division of Air Quality, 112 (r) program staff and Water Quality staff as appropriate.
4) NC DPH, National Toxics Substances Incidents Program staff and epidemiology program staff.
5) NC DOT planning staff representative.
6) NC Department of Agriculture and Consumer Services staff representative.
7) NC State Fire Marshal staff representative.




B. HAZARD TYPOLOGY  

The technological hazards presented in communities everywhere in the state come in many forms and from numerous sources.  The state can be viewed as a complex technological hazards system, with inputs and outputs.  The purpose of the systems approach is to identify and condense the universe of technical hazard attributes and begin the process of assigning a typology and definitions from which to build the assessment, models, and inventory data related to each attribute.  

Due to the extremely complex regulatory structures, relationships between hazards, pathways, and receptors, and the huge body of terminology from planning, regulatory, research, emergency response and industrial origins that relate to technical hazards, the typology serves three critical purposes.  First, it helps to simplify and define a “common language” from which to build the T-HIRA process and products.  Second, it helps to identify data sources and limitations. Finally, it helps avoid the data bias from the “stovepipe” effect, which would occur were the process to only respond to definitions, data, and associated assumptions of any one regulatory program, environmental media, industrial sector, pathway, or set of receptors.  

Considering only the term hazardous materials, for example, would limit the data to just transportation hazards as it is a US Department of Transportation term.  Likewise, a focus on the term ‘hazardous waste’ would only consider hazards associated with hazardous substances at the end or their life-cycle or when they are designated as a waste under EPA regulations. This plan seeks to account for all of these various terms yet simplify the complexity to promote the value of the T-HIRA process.

Hazardous Substance Terms

“Hazardous Substance - broadly defined is any element, chemical, substance, compound, mixture, agent, solution or substance that an accidental or deliberate release of may cause disease or harm to human health and the environment.”  

For general planning purposes, this typology uses all inclusive generic term “hazardous substance”.  For the purposes of this plan this term includes but not limited to the following eight regulatory terms: 

1. Hazardous Chemicals – chemicals that require Safety Data Sheets for storage or use at a fixed locations as defined by OSHA, notwithstanding the numerous exemptions.
2. Hazardous Materials – in transport via any mode of transportation as defined by DOT.
3. Extremely Hazardous Substances – Present significant off-site hazardous consequences as defined by EPA under EPCRA.
4. Hazardous Waste – Hazardous substances deemed to be at the end of their useful lifecycle and declared as waste under EPA Resource Conservation and Recovery Act (RCRA).
5. Oil – petroleum products as defined under EPA Oil Pollution Act (OPA).
6. Explosives as defined by the US DOT.
7. Biological Hazard - Infectious pathogens and other biological and disease causing agents as defined by OSHA.
8. Radiological and Nuclear Materials - as defined by the US DOT.

Note: All terms in this topology have been written within a technical hazard planning context. 

For the purposes of this plan the term “hazardous substance” will be used to broadly define any element, chemical, substance, compound, mixture, agent, solution or substance that an accidental or deliberate release of may cause disease or harm to human health and the environment and is inclusive of the most of the common regulatory terms, including toxic and hazardous material, hazardous chemical, pesticides, oil, explosives, biological hazards, and radiological materials. This term refers to substances in transportation and at production, storage and/or use locations. 
The regulatory term toxic substance has a regulatory origin in the Toxic Substances Control Act (TSCA) of 1976 and applies to all new and existing chemicals, either natural or synthetic, that are determined to cause unreasonable risk to public health or the environment.  TSCA covers all organic and inorganic chemical substances and mixtures, both synthetic and naturally occurring, with the exception of food, food additives, drugs, cosmetics, nuclear materials, tobacco, and pesticides, which are all covered by other legislation.  The term toxic substances is one of the most comprehensive terms as it is inclusive of most other regulatory or descriptive terms which cover chemical hazards.  It is the only way to attempt to capture information on some substances like asbestos, PCBs, some biological threats, or some new nanotech materials where detailed hazard classifications and rule making efforts are incomplete. Over 75,000 substances are registered under TSCA.
The regulatory term regulated substance is any substance listed by the RMP program pursuant to section 112(r)(3) of the Clean Air Act as amended, in § 68.130, and includes 77 acutely toxic substances and 63 flammable gases and volatile liquids that may be released into the air posing hazards to the public and the environment beyond the facility boundaries.
The regulatory term hazardous substance has a regulatory origin in the Comprehensive Environmental Response, Compensation, and Liability Act of 1980 (CERCLA) and includes:
1. Any element, compound, mixture, solution, or substance designated as hazardous under section 102 of CERCLA that is listed on the ‘List of Lists’ with a Reportable Quantity for release reporting under Section 304 of the Emergency Planning and Community Right-to-Know Act (EPCRA);  
2. Any hazardous substance designated under of the Clean Water Act;
3. Any hazardous waste having the characteristics identified in the Resource Conservation and Recovery Act (RCRA);
4. Any hazardous air pollutant listed under section 112 of the Clean Air Act, as amended. 
5. Any imminently hazardous chemical substance or mixture which the EPA Administrator has "taken action under" section 7 of the Toxic Substances Control Act.  

In all, more than 800 substances have been specifically identified as CERCLA hazardous substances under these laws.  This term does include radionuclides but not petroleum products.  
The term hazardous chemical has a regulatory origin in the Hazard Communication Standard (HCS), 29 CFR 1910.1200, of the Occupational Safety and Health Act (OSHA) Act of 1970.  The term includes any element, chemical compound or mixture of elements and/or compounds that may present harm to employees in the workplace and requires the business to maintain a Safety Data Sheet (SDS) to communicate the hazards of the chemical to an employee.  The term does not include consumer commodities, wood and wood products, tobacco products, food, cosmetics, drugs, pesticides, fungicides, rodenticides, hazardous waste, radionuclides or biological hazards which are all covered by other legislation. The HCS covers over 27,000 hazardous chemicals contained in products found in millions of businesses in the United States.
[bookmark: u_2]Pesticide is a regulatory term and includes any substance or mixture of substances intended for preventing, destroying, repelling, or mitigating any pest, or any substance or mixture of substances intended for use as a plant regulator, defoliant, or desiccant as regulated by the Federal Insecticide, Fungicide, and Rodenticide Act (FIFRA) of 1947. 

The term Extremely Hazardous Substance (EHS) has a regulatory origin in the Emergency Planning and Community Right-to-Know Act of 1986, are individually listed in 40 CFR Part 355, and includes any hazardous substance where the toxicity, reactivity, volatility, dispersability, combustibility, or flammability of a substance may create a serious harmful short or long-term human health effect which may result from a short-term exposure to the substance. 

The term Hazardous Material (HM) has a regulatory origin in the Hazardous Materials Transportation Act of 1975 and is a substance or material capable of posing an unreasonable risk to health, safety, or property when transported in commerce.

The term oil has a regulatory basis in the Oil Pollution Act of 1990, and is any kind of oil in any form, including petroleum, fuel oil, sludge, oil refuse, and oil mixed with wastes other than dredged spoil, but does not include any substance which is specifically listed or designated as a hazardous substance under Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA).

An Explosive is any chemical compound, mixture, or device, the primary or common purpose of which is to function by explosion, i.e., with substantially instantaneous release of gas and heat, unless such compound, mixture, or device is otherwise specifically classified by the U.S. Department of Transportation; see 49 CFR Chapter I. The term "explosives" shall include all material which is classified as Class A, Class B, and Class C explosives by the U.S. Department of Transportation, and includes, but is not limited to dynamite, black powder, pellet powders, initiating explosives, blasting caps, electric blasting caps, safety fuse, fuse lighters, fuse igniters, squibs, cordeau detonant fuse, instantaneous fuse, igniter cord, igniters, small arms ammunition, small arms ammunition primers, smokeless propellant, cartridges for propellant-actuated power devices, and cartridges for industrial guns. Commercial explosives are those explosives which are intended to be used in commercial or industrial operations.

A biological hazard is a hazardous substance and division of CBRNE that includes infectious diseases, and other biological hazards and pathogens, either man-made or natural, which present hazards to human health, animals, agriculture, or the environment. This broad definition recognizes the inherent difficulty in defining more precise terms for biological hazards in an age of rapidly expanding knowledge and innovation in genetics, medicine, biology, and biotechnology.  Neither government policy nor regulation has a comprehensive term, set of terms, or regulatory definition from which to precisely identify the universe of biological hazards. This observation is demonstrated by the patchwork nature of regulatory programs each covering a specific aspect of the overall hazard, with no central authority or comprehensive approach to define, coordinate or regulate the biological hazards as a whole.   The closest universal term is the OSHA use of the phrase ”a disease causing agent” to define pathogen.  For the purposes of this plan the subdivisions of this hazard division are infectious diseases and other biological hazards and pathogens.

Infectious diseases are those disease causing biological agents and pathogens that harm human health, animal health and agriculture, or the environment and have an inherent capacity to spread by infecting and sustaining transmission either directly or through a series of host organisms within a given environment. During the 2013 update of the plan, the planning team determined that the Infectious Diseases hazard would be solely housed in the Technological Hazards Appendix of the plan rather than with both the technological hazards and the natural hazards. The primary reasoning for this decision was that infectious diseases fit more appropriately with the technological hazards in that the actions taken to mitigate are often more akin to those taken to mitigate technological hazards than those taken to mitigate natural hazards. Therefore, sections of the plan pertaining to Infectious Diseases, including mitigation actions, were moved to this Appendix. 

Infectious diseases are any diseases that can be transmitted between persons or species.  An epidemic can occur when susceptible populations are exposed to the presence or impending introduction of a disease agent.  In North Carolina, the Department of Health and Human Services Division of Public Health and the North Carolina Department of Agriculture and Consumer Services are tasked with surveillance of infectious diseases; planning for potential outbreaks, as well as investigations, mitigation and control of outbreaks should they occur.  These agencies have numerous documents and plans which outline procedures and scenarios for response and recovery from infectious disease impacts for humans and livestock. Table D-1 includes the classifications of infectious disease.  

Infectious diseases are caused by microbial agents (pathogens); organisms too small to be visible to the naked eye. The most common infectious microbes are bacteria, viruses, fungi, and protozoa.  These microbes cause harm or kill by attacking the host organism either by producing toxins that interrupt or kill host cells, starve the host by usurping or redirecting the hosts’ biological activities and resources, or by directly attacking and killing cells. The terms biological agent and pathogen are synonyms.




Table D-1. Infectious Disease Classifications

	CATEGORY OF DISEASE
	ECONOMIC COST
	CONTROL MEASURES/ TREATMENT AVAILABLE?
	EXAMPLE

	Contact
	Loss of productivity
High medical costs
Stigma
Restrictions on freedoms
Fear/panic
Tourism
Exports
Decreased demand for product
Indemnity
Personnel costs
	Behavioral restrictions
Isolation and Quarantine
Education of patients
Education of public
Education of healthcare providers
Surveillance / testing
Euthanasia
Vaccination

	HIV / AIDS
STDs
Foot and Mouth Disease
Exotic Newcastle Disease

	Respiratory
	Loss of productivity
Loss of personal freedoms
High medical costs
High mortality
Fear/panic
Disruption of trade
Travel restrictions
Animal surveillance
	Quarantine
Isolation
Respiratory hygiene
Education of healthcare providers
Education of
 public
Education of patients
Medical treatment
Outreach to veterinarians
	SARS
Tuberculosis
Avian influenza

	Foodborne
	Loss of productivity
Medical costs
High morbidity
Disruption of trade
	Hygiene
Sanitation
Proper food handling
Education of food handlers
Education of public
Education of patients
	Salmonella
Shiga toxin-producing infection

	Vectorborne



	Loss of productivity
Medical costs
High morbidity
High medical costs
Fear / panic
	Personal behavior
Sanitation (spraying)
Education of public
Education of patients

	West Nile Virus, Rocky Mountain Spotted Fever, 
Lyme Disease

	Waterborne
	Loss of productivity
Medical costs
High morbidity
Loss of revenue to establishment
	Environmental sanitation
Hygiene
Education of establishment
Education of public

	Cryptosporidiosis,
Legionella




Serious Biological hazards are also presented in other non-pathogenic ways.  Take the poison ricin, for example, where the toxin is produced by the castor bean plant.  Ricin is one of the most toxic substances known to man.  Although the hazard is biological in origin, the hazard to humans is not from the common castor bean plant but rather from the toxin being concentrated into and used as a weapon by human activity.  Ricin is an early and low tech product of biotechnology.  Biological hazards may be presented in numerous forms.  Many common foods, drugs, compounds, and hybrid plants and animals are products of biotechnology, and the numbers of biotech products are growing rapidly.    

In another example of biotech non-pathogenic hazard, consider the enzyme based products that are now commonly used to cleanup body fluids after violent crimes or suicide.  These products use enzymes which are biologically derived and designed to reduce human proteins to base compounds.  These enzymes do not (cannot) discriminate between living or dead tissues and have caused serious harm when accidentally released.   These products could be used as weapons.

Biotechnology has been defined as processes using living organisms or parts of organisms to make or modify products, to improve plants or animals, or to develop microorganisms for specific uses, or as "the application of biological systems in organisms to technical and industrial processes."  Essentially, man has begun to utilize the genetic and cellular level machinery in living organisms in an attempt to either enhance the organism or to make things that were not possible without human intervention or by using non-biological techniques.  The hazards presented by many recent advances in biotechnology are not well understood and therefore are beyond the scope of the first planning cycle.   

Risk Assessment Terms

Hazard – A hazard is a situation which has attributes or conditions that have the potential to cause injury or harm to a receptor.

Hazard is not the same as risk.  It is possible to have exposure to a hazard and no susceptibility for harm.

Technological Hazards - Human caused technological hazards arise from the deliberate use or accidental release of hazardous substances to create a hazard.

Technological hazards may be a result of the production of hazardous substances by another type of event, such as a fire involving pesticides.

Risk - Risk is the potential for harm expressed as the product of the probability and the consequence of an event; usually described in terms of high, medium, and low.  

For the purposes of this plan, risk is derived using the Tech-Hazard Risk Screening Matrix.  (See Table D-2)
























Table D-2
	[bookmark: RANGE!B7:H56]Tech-Hazard  Risk Screening Matrix[endnoteRef:20] [20:  Adapted from the Brown Book, Handbook of Chemical Hazard Analysis Procedures , US DOT, US EPA, FEMA, 1987] 

	Consequence

	
	Minor
	Moderate
	Major
	Catastrophic

	Probability
	Common
	
	 
	 
	 

	
	Likely
	 
	 
	 
	High

	
	Reasonably Likely
	 
	 
	Medium
	 

	
	Unlikely
	 
	
	 
	 

	
	Very Unlikely
	Low
	 
	 
	 

	High Priority
	=
	Mandatory response, coordination, preparedness and mitigation programs with continuing threat and vulnerability reduction efforts

	Medium Priority
	=
	Mandatory response, coordination, preparedness and mitigation programs

	Low Priority
	=
	Recommend response, coordination and safety programs

	Common =
	- Occurs 1 or more times per year (frequency) or has occurred in the recent past for this industry
  within the community

	Likely = 
	- Occurs one or more times in 10 years but less than 1 time per year

	Reasonably Likely =  
	- Occurs one or more times in 100 years but less than 1 time in 10 years

	Unlikely = 
	- Occurs one or more times 1,000 years but less than 1 time in 100 years

	Very Unlikely = 
	- Occurs less than once in 1,000 years

	Minor = 
	- Low potential for serious human injuries and no potential for human fatalities

	(one or more)
	- No need for formal evacuation or shelter or other public protective action

	 
	- Negligible contamination of any environmental media with minimal cleanup costs 

	 
	- Basic PPE, materials and tools, limited detection and monitoring, and no lab support  

	 
	- Response by facility response team (organic to facility)

	
	- Impact on 4 or fewer sensitive receptors  

	 
	- Impact on 1 or no critical infrastructure locations w/ no or minor operational disruptions

	
	- Less Than $100,000 in property or economic losses

	
	- No impact on public confidence in government or social stability

	Moderate =
	- Up to 10 human fatalities and 100 injuries requiring medical treatment or observation

	(one or more) 
	- Limited evacuation of immediate response control zones of up to 2,000 people and no other
  public protective action

	
	

	
	- Localized, rapidly resolved, non-persistent contamination of environmental media

	 
	- Specialized PPE, some specialized materials, basic tools, and detection and monitoring
  equipment, and basic lab support

	 
	- Local HazMat team response (organic to local jurisdiction)

	 
	- Impact on 5 to 10 sensitive receptors

	 
	- Impact 1 to 4 critical infrastructure locations w/ serious operational disruptions

	 
	- $100,000 to $1,000,000 in property or economic losses

	
	- Minor impact on public confidence in government, social stability unchanged

	Major = 
	- Up to 100 potential human fatalities or up to 300 Injuries

	(one or more)
	- Requires protective actions of a discrete population managed by ICS for up to 20,000 people

	 
	- Spreading and/or persistent contamination of an environmental media that can be readily
  remediated with existing resources

	 
	- Community HazMat team response from an outside but local jurisdiction

	 
	- Specialized PPE, materials, and response tools, intermediate detection and monitoring
  equipment, and lab support

	 
	- Impact on 11 to 20 sensitive receptors

	 
	- Impacts 4 to 10 critical infrastructure locations w/ total operational disruptions and degradation
  of services

	 
	- $1,000,000 to $10,000,000 in property or economic losses

	
	- Major impact on public confidence in government and some disruption of social stability

	Catastrophic =
(one or more)
	- More than 100 potential human fatalities and 300+  injuries

	
	- Requires protective actions for a significant population > 20,000 people, or sensitive receptors,
  and pre-planning and preparedness programs

	 
	- Widespread and/or persistent contamination of one + environmental media w/  long-term
  remediation or outside resources

	 
	- Full reliance on state, intrastate, or national HazMat team resources

	 
	- Specialized PPE, materials, tools, and advanced equipment and lab support

	 
	- Impacts 10+ critical infrastructure locations, that disables response operations and services

	
	- More than $10,000,000 in property or economic damages

	 
	- Major impact on public confidence in government w/ widespread disruptions of social stability



Acute Hazard – Those hazards that present an immediate and seriously harmful short or long-term human health effect or harm to any environmental receptor which may result from a short-term exposure to the substance.

Hazardous substances can present both chronic and acute hazards.

Chronic hazards - Those hazards that present the potential to cause harm to human health and environmental receptors by ongoing or repeated secondary exposures to technological hazards from contamination of the biosphere.

The chronic health effects or damage to the environment resulting from exposure to a technological hazard in a short duration event, without contamination, are considered acute hazards.  While chronic hazards are serious, they are not considered in the first planning cycle as data to evaluate these hazards involves a roster of regulatory programs with a myriad of highly complex and convoluted hazard analysis procedures.  The fact that many of the chronic hazards are already considered by other programs, many of which are intended to mitigate or remediate the hazard they present, allows this plan to prioritize planning efforts on acute technological hazards.  

An example of a chronic hazard come in a family of chemicals called dioxins. According to the World Health Organization, dioxins are persistent organic pollutants. Dioxins are of concern because of their highly toxic potential. Experiments have shown they affect a number of organs and systems. Once dioxins have entered the body, they endure a long time because of their chemical stability and their ability to be absorbed by fat tissue, where they are then stored in the body. Their half-life in the body is estimated to be seven to eleven years. In the environment, dioxins tend to accumulate in the food chain. 

Exposure - Exposure is a state where a receptor is subject to a hazard, with or without a harmful impact or injury from the hazard.
 
Vulnerability -Vulnerability is the susceptibility of a receptor to being harmed by an exposure.

Vulnerability is the susceptibility of a receptor to being harmed by an exposure. 

Sensitive Receptor - A sensitive receptor has a lower exposure tolerance for a particular hazard than typical receptors. 

The lower exposure tolerance is an attempt to account for expected variation due to age, infirmity, or health status.  It is very possible to have some subset of receptors with an exposure have limited or no vulnerability; especially with natural and most biological hazards.  People, for example, are routinely exposed to infectious diseases that cause them no harm either due to natural or vaccination derived immunity or because they have a strong immune system and successfully fought off the disease.  As the hazard acuity increases, however, the relationship between exposure and vulnerability narrows and then cross to where vulnerability is present without an exposure.  See Chart 1.

Chart 1
  
[image: ]
Exposure Threshold – An exposure threshold is the concentration of a hazardous substance at or above which some degree of harm, injury, or death is expected for a population when exposed by any route. (Injection, absorption, ingestion, or inhalation) 
For planning purposes, the exposure route for modeling is inhalation.  The Level of Concern (LOC) is a related term that is used for plan for Toxic Inhalation Hazard (TIH) substances where the exposure threshold is assigned by the planner from available thresholds for the hazardous substance being considered in the plan. 
Exposure thresholds for most hazardous substances are established for healthy adults, like the Immediately Dangerous to Life and Health (IDLH) developed by the National Institute for Occupational Safety and Health (NIOSH).  Other exposure thresholds are established for working adults like OSHA’s Permissible Exposure Limits (PEL).  No standard for exposure thresholds exists that can account for all types of hazardous substances or combinations, potential concentrations, environmental media, situations, or account for every potential individual persons sensitivity to hazardous substances.  Nor is it possible to screen, identify and collect data on all sensitive individuals to predetermine appropriate LOCs for each. Therefore categorical populations are identified as sensitive, such as, children, elderly, infirm and ill.  The thesis is that these populations would likely be harmed by exposures well below the established exposure thresholds.  Attempts to lower planning thresholds to account for potential sensitivities led to development of the Emergency Response Program Guidance (ERPG).  The ERPG thresholds are set to levels where adverse effects might reasonably be anticipated when a population is exposed at a high enough level for a sufficient period of time.  There are three ERPG levels as follows:
· The ERPG-1 is the maximum airborne concentration below which it is believed that nearly all individuals could be exposed for up to 1 hour without experiencing other than mild transient adverse health effects or perceiving a clearly defined, objectionable odor. 
· The ERPG-2 is the maximum airborne concentration below which it is believed that nearly all individuals could be exposed for up to 1 hour without experiencing or developing irreversible or other serious health effects or symptoms which could impair an individual's ability to take protective action. 
· The ERPG-3 is the maximum airborne concentration below which it is believed that nearly all individuals could be exposed for up to 1 hour without experiencing or developing life-threatening health effects. 
The difficulty in using the ERPG 1 threshold for a state-wide hazard analysis has to do with the wide overestimation of vulnerability zones to where there is almost no potential for harm to anyone regardless of sensitivity.  In a recent planning effort for sodium hydrosulfite, the vulnerability zone based on the ERPG-1 was 675 times larger than the one based on the IDLH threshold and 310 times larger than the Emergency Response Guide Book (ERGB) recommended day-time downwind protection distance.  With the ubiquitous nature of hazardous substance fixed sources all over the state and almost endless transportation alternatives numbering in the many of thousands and covering the state, overly conservative exposure thresholds blanket the most populated areas of state in an endless vulnerable zone and this is detrimental to the identification and prioritization of prevention, preparedness, and mitigation options.  

The Risk Management Planning program requires the use of the ERPG 2 exposure threshold.   The ERPG-2 LOC is very useful in assisting decision making during emergency response situations and for RMP local hazard specific planning.  For the purposes of this plan, the ERPG 2 thresholds are used for RMP sites where they have been established, followed by the IDLH when available, and the ERGB daytime downwind protection distance for transportation and all other hazardous substances.  

The Immediately Dangerous to Life or Health (IDLH) level is a limit originally established for selecting respirators for use in workplaces by the National Institute for Occupational Safety and Health (NIOSH).  A chemical's IDLH is an estimate of the maximum concentration in the air to which a healthy worker could be exposed up to 30 minutes without suffering permanent or escape-impairing health effects.  

The physical or thermal effects of explosives and fire via overpressure and thermal burns also have exposure thresholds and LOCs.  In the RMP program, the 1 psi overpressure shock wave is the LOC for explosions of highly volatile liquids or flammable gasses.   

This plan considers three categories of sensitive receptors: 1) Sensitive Populations; 2) Sensitive Environments; and 3) Critical Infrastructure. The first cycle of this plan focused on sensitive receptors for which we had available spatial data, the second cycle incorporated critical infrastructure, the next cycle will identify EHS corridors and key risk contributors along those corridors.  Others will be added as data becomes available and where they add value to the risk or mitigation assessment recommendations.  

Vulnerable Zone – A vulnerable zone is the geographic area originating from a fixed point within which the exposure is predicted by a model to exceed some assigned threshold or Level of Concern (LOC) at some time after a release begins.

These zones are the products of models, many that are available in the public domain such as DEGADIS, and ALOHA, and some that are proprietary.  Regardless of the model used, all models use a set of assumptions from which to generate the hazard area estimate and produce a predicted vulnerable zone.  The first version of this plan used the “worst case event” as defined by Section 112(r) of the Clean Air Act Amendments of 1990 as follows:

The worst case release is a release event which fully depletes any hazardous material inventory in ten minutes in an atmosphere with 1.5 meters per second wind speed and F atmospheric stability class using the Pasquill system. The Level of Concern (LOC) is the ERPG-2 values as the toxic endpoints for offsite consequence have a focus on exposures resulting in serious, irreversible health effects.  For toxic substances which have no ERPG-2 values, the endpoint to be used is the level of concern (LOC), as identified in the Technical Guidance for Hazards Analysis (December 1987), updated where necessary to reflect new toxicity data.  LOCs in that document are intended to be protective of the general public for exposure periods of up to an hour. 

This version of the plan identifies high hazard zones surrounding facilities and on both sides of HazMat corridors and identified these as vulnerable zones.  This downwind distance is determined by the nighttime isolation distance contained in the US DOT Emergency Response Guidebook (ERG)[endnoteRef:21] for each hazardous substance.  The distances contained in the ERG are based on millions of models run by the Argonne National Laboratory.  This approach was chosen by the taskforce to support a more focused planning effort, provide first responders a meaningful way to identify critical response phases, zones, and to identify time-critical response and protective action decision. The worst-case as defined above is often so extensive that it prevents meaningful analysis of a hazard and identifies such large vulnerable areas that the planning process effectively stops. To the degree that these vulnerable zones are used for any other public purpose, such as zoning and land-use planning, it is critical that the zone distances represent a realistic representation of the hazard and not exaggerate the hazard. [21:  US DOT Emergency Response Guidebook, 2012, http://www.phmsa.dot.gov/staticfiles/PHMSA/DownloadableFiles/Files/Hazmat/ERG2012.pdf] 


Vulnerable Corridor - A vulnerable corridor is the geographic area originating from a linear transportation source within which the exposure is predicted by a model to exceed some assigned threshold or Level of Concern (LOC) at some time after a release begins.

Vulnerable corridors concern the transportation of hazardous substances where the LOC is the nighttime isolation distance listed in the Emergency Response Guidebook, Table of Initial Isolation and Protective Action Distances.

Terrorism – Terrorism is an attempt to achieve political objectives through the use of violence and asymmetrical warfare tactics against established political entities.  

This definition would include both domestic and international terrorists. 

Threat – Threat is the intended use of a technological hazard by a terrorist to cause harm to a receptor; their target.

Hazard Mitigation - any action taken to reduce or eliminate the long-term risk to human life and property from technical hazards.

Sensitive Populations – Sensitive populations are people with lower exposure tolerances to hazardous substances and/or whose safety is entirely dependent on the decision making and appropriate actions of others.  

Spatial data is data that is geographically referenced in a manner that supports the analysis of geographic features and data elements and their spatial relationship.  

This plan will consider the following list of sensitive populations:  (See Table D-3)

Table D-3
	Sensitive Populations *
	Spatial Data Available

	Schools
	Yes

	Universities/Colleges
	Yes

	Places of Worship
	Yes

	Day Care Facilities
	Yes

	Large Event Facilities
	Yes - Partial

	Auditoriums
	Yes - Partial

	Shopping Centers
	Yes

	Prisons/Detention Facilities
	Yes

	Hospitals
	Yes

	Medical & Dental Clinics
	Yes

	Emergency Shelters
	Yes

	Libraries
	Yes

	*some data provided by DHS HSIP Gold[endnoteRef:22] [22:  US Department of Homeland Security, HSIP Gold Data CD, 2012] 

	




Sensitive Environments – Sensitive environments are those geographic environments, areas, features, or habitats that with lower exposure tolerances to hazardous substances.  

This category also includes historic sites and cultural heritages sites.   This plan will consider the following sensitive environments: (See Table D-4)








Table D-4

	Sensitive Environments
	Spatial Data Available

	Wetlands
	Yes

	Endangered Species Habitat
	Yes

	Priority Habitat
	Yes

	Wellhead Recharge Zones
	Yes

	Cultural Heritage Sites
	Yes

	Inter-coastal Waterway
	Yes

	Historical Sites
	Yes

	Natural Heritage Occurrences & Areas
	Yes

	Shellfish Areas
	Yes



Critical Infrastructure Facilities - Critical infrastructure facilities are facilities that provide essential services to the public, especially during a response to or recovery from an emergency; or where the loss or interruption of services causes serious damage to the economy, commerce, or public confidence.

NCEM is tracking facilities that meet any of the criteria in the 18 priority areas as collected by the Department of Homeland Security within the Homeland Security Infrastructure Program (HSIP) Gold data set.  This plan will consider the following critical infrastructure facilities:  (See Table D-5) 
Table D-5
   
	Critical Infrastructure *
	Spatial Data Available

	Fire Stations
	Yes

	Police Stations
	Yes

	Key Government Facilities
	Yes

	RMP Facilities
	Yes

	Hospitals
	Yes

	POTWs/WWTPs & Distribution
	Yes

	Power Generation Facilities & Distribution
	Yes (As Needed)

	Emergency Operations Centers
	Yes

	Pipelines
	No

	Major Roads
	Yes

	Railways
	Yes

	Port Facilities
	Yes

	Fixed Nuclear Facilities
	Yes

	Bridges
	Yes

	Inter-coastal Waterway
	Yes

	Dams/Levees
	Yes

	Emergency Shelters
	Yes

	Surface Water Intakes
	Yes

	*some data provided by DHS HSIP Gold
	






Public Confidence – Public confidence, as it pertains to emergency management, is the trust placed by the public in the appropriateness of government decisions and actions to prevent, plan and prepare for, respond to and recover from emergency and disaster events. 

Loss of public confidence will have an immediate negative impact on both the short and long-term outcomes of response and recovery operations, where it inhibits public compliance with emergency decisions and public protective actions, endangers responders, interferes with of operations, or disrupts social stability and the rule of law.  

Continuity of Operations – Continuity of operations concerns the resiliency of the emergency management and ICS systems to be impacted by a serous emergency event yet sustain essential operations.  

Emergency management operation centers, first responder bases and resources, and Incident Command System (ISC) resources are considered as critical infrastructure. 

Data Acquisition, Model and Map Development:  Much of the data needed to support this T-HIRA is secondary data (from external sources) that has been collected by a variety of regulatory programs such as the Risk Management Program, state environmental programs and the DHS Homeland Security Infrastructure Program (HSIP) Gold.  The Regional Hazardous Materials Studies conducted over the past five years by NCEM have provided extensive primary data on the transportation of hazardous materials, volumes, primary corridors, and modes of transport for priority EHS chemicals.  As improvements are made in the collection of data under the E-Plan system regarding facility locations like hazardous waste storage facilities, facility plans and related documentation, they will be incorporated into the planning effort. (See Table D-6)





















Table D-6

	State of North Carolina

	Technological Hazard Assessment Data

	 
	Type of Data
	 

	Primary Hazard Division (CBRNE)
	Qualitative
	Quantitative
	Spatial
	Data Source(s)

	   Sub-division
	 
	 
	 
	 

	      Data Source
	 
	 
	 
	 

	Chemical (Hazardous Substance)
	 
	 
	 
	 

	   Transportation
	Yes
	Yes
	Yes
	US DOT, NC HazMat Studies

	   Fixed Facility
	 
	 
	 
	 

	      Extremely Hazardous Substances
	Yes
	Yes
	Yes
	Tier II Data, NC HazMat Studies

	      Risk Management Planning 
	Yes
	Yes
	Yes
	RMP* Data, NC HazMat Studies

	Biological
	 
	 
	 
	 

	   Emerging Infectious Diseases
	Yes
	Yes
	No
	 CDC

	   WMD Biological Agents
	Yes
	No
	No
	 HLS

	Radiological/Nuclear
	 
	 
	 
	 

	      REP - Fixed Nuclear Facilities
	Yes
	Yes
	Yes
	REP Data, HSIP

	Explosives
	Yes
	Yes
	No
	USGS



C. HAZARD IDENTIFICATION

The process of hazard identification begins with a large scale view of the state and the identification of all known sources of technical hazards using a systems approach.  A systems approach identifies the state as a “technical hazards system” with inputs and local production, outputs, a distribution system, nodes of production, use, storage, and waste disposal, and identifies intended and potential unintended interactions both within the system and with external receptors.  By intent and design, almost all technical hazard systems are closed.  As closed systems, most interactions with external receptors are unintended and therefore present some hazard to the community.  The effort to mitigate these hazards is the focus of this plan. 

Hazard Pyramid:  The hazard pyramid encompasses the “universe” of the hazardous substances system.  The first cycle of this plan focused on established the base, top, several intermediate tiers of hazard. The efforts within this cycle are intended to identify the transportation corridors for Extremely Hazardous Materials (EHSs), key risk contributors along those corridors, and to identify and prioritize high and medium risk facilities within the state (See Chart 2)








Chart 2
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CAS Registry and Hazardous Materials in Transportation - The Base:  The universe of hazardous substances in the North Carolina system begins with estimating the amount of hazardous materials registered with the Chemical Abstract Service (CAS).  Current CAS registrations include 134 million unique organic and inorganic chemicals and 64 million DNA and protein sequences in use world-wide.  Of these, over 68 million are available commercially, where they are available for transport in commerce. Some are prohibited from transportation but that is rare.  Almost all commercially available hazardous substances enter commerce at one time or another as hazardous materials.  This includes flammables, corrosives, toxics, explosives, biological agents, etc…

The 2007 U.S. DOT Commodity Flow Survey shows that in 2007 North Carolina exported over 535 million pounds of commodities with an economic value of almost $363.55 billion, and imported 625.7 million pounds of commodities with an economic value of $331.1 billion. The combined values together equaled 1.16 billion pounds of commodities imported or exported in interstate commerce. The same survey showed that 42.2% of all commodities that are made in North Carolina are consumed within the state and are transported via intrastate commerce.  This means that the total production of commodities and transportation of commodities within the state was over an estimated 2 billion pounds. On a national basis 27.8% of commodity shipments are of HazMat. Of the 2 billion total pounds shipped in NC in 2007, 556 million pounds were HazMat worth an estimated $193.1 billion dollars.  These 556 million pounds of HazMat in transportation within North Carolina in 2007 form the base of the NC HazMat pyramid. 
 
Map 1 below demonstrates the ubiquitous nature of hazardous material hazard for the state.  The vulnerable corridor was produced based on the 2000 foot isolation distance from the Emergency Response Guidebook (ERG) Table of Initial Isolation and Protective Action Distances for a release of chlorine from a rail transportation event.  Significant portions of most major communities are within this the vulnerable corridor and this presents only one of the possible transportation modes.   The NC HazMat studies have conclusively shown that chlorine is the major HazMat concern for all areas of the state and is shipped in very high volumes.  The expected probability of an event is common with the consequences in a worst-case event at major. 


Map 1
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Map 2, below shows the Commodity Flow Composite map produced in 2012 for the two westernmost Domestic Preparedness Regions (DPRs) 8 and 9 in North Carolina as part of the NC HazMat Transportation Study - Phase 4.  This map is one of four similar maps that cover all of the state but the two central DPRs, 5 and 7.  The composite chemical flow map for DPRs 5 and 7 will be available in the fall of 2013.  These maps show the primary routes for transporting priority EHSs by rail and highway.  

Map 2
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In summary:
· An estimated 556 million pounds of HazMat were transported within the North Carolina in 2007 worth an estimated $193.1 billion dollars.
· Hazardous materials in transportation affect nearly every community in the state.

OSHA Hazardous Chemicals and NC Tier II – 2nd and 3rd Tiers:  The second tier of the NC hazardous substance pyramid includes the 296,000 plus regulated hazardous substances in the CAS registry. These are hazardous substances that have been recognized as requiring regulatory oversight and would require a Safety Data Sheet under the OSHA Hazard Communication Standard.  Of these regulated hazardous substances North Carolina facilities reported over 27,000, where 2,438 were unique listings in 2012.  The third tier of the pyramid represents the 6,600 plus North Carolina facilities submitted Hazardous Chemical Inventory Reports (SARA Tier II) in 2012.   

The Tier II report is required to be submitted when a business stores one or more OSHA hazardous chemicals in volumes exceeding 10,000 pounds or the Threshold Planning Quantity (TPQ) or 500 pounds, whichever is less for Extremely Hazardous Substances (EHSs).  The TPQ is set for EHSs based on relative hazard of the chemical and ranges from 1 to 10,000 lbs. Of the 27,000 hazardous chemicals, 2,428 of them were unique listings, 3,507 were of Extremely Hazardous Substances, 13,087 were flammable, 5,437 were reactive, 22,362 presented acute hazards and 13,913 presented chronic hazards. (See Chart 3 & Map 3)

Chart 3









Map 3
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The National Response Data shows over 13,150 hazardous chemical events occurring from 1990 to present, averaging almost 50 events per month for over 22 years.[endnoteRef:23]  The probability of an event occurring is considered common. The consequence of a release in a significant event from these materials, when you exclude the RMP regulated substances, is estimated to be catastrophic.     [23:  United States Coast Guard, National Response Center, Database Search  from January of 1990 to March of 2013, NRC Standard Report] 


With regard to continuity of operations, the 2012 Wake County Hazardous Chemical Risk Assessment Pilot identified that 11% of the high risk EHS vulnerable corridors contained critical infrastructure facilities and none of the high risk fixed facility vulnerable zones contained critical infrastructure.  One of the purposes of this pilot risk assessment was to evaluate the basis of risk to identify mitigation options.  Concerns for chemical accidents impacting the continuity of government are estimated at moderate for transportation related events.  Fifteen county level risk assessment studies are proposed over the next planning cycle for provide additional information. 

Releases of EHS chemicals are not expected to cause a significant public loss of confidence in government as the state has seven Regional Response Teams covering the state to facilitate response in communities without HazMat resources or that can aid communities with HazMat teams when local an event exceed local capabilities.  The hazard of most chemical releases is transient in nature or limited in geographic scope so a relatively discrete segment of the population would be involved. In those instances where an event is long-term and large scale then it is prudent to implement the PIO function within the state EOP to manage public affairs.


In summary:
· Over 6,674 North Carolina facilities submitted Hazard Chemical Inventory Reports in 2012.
· Over 27,121 hazardous chemicals were in production, use, and/or storage in the state.
· 3,507were Extremely Hazardous Substances

Regulated Facilities – 4th Tier:  The fourth tier of the hazardous substance pyramid concerns the numerous facilities that produce, use or store hazardous substances that are highly regulated by a variety of government programs like the oil spill program that requires facilities to produce Spill Prevention and Control and Countermeasure Plans (SPCC) that are required for petroleum storage tanks and Facility Response Plan (FRP) that are an additional requirement for petroleum facilities along the coastal zone.  The regulation of explosives storage facilities falls into this category.  Other examples are food grade hazardous substances and pharmaceutical products that are regulated by the Food and Drug Administration.  Pesticides are regulated by the EPA under the Federal Insecticide, Fungicide, and Rodenticide Act (FIFRA), although many are also EHS and are considered in this plan. Finally, there are at least 7 Bio-Safety Level (BSL) 3 and hundreds of environmental, research, and medical laboratories in North Carolina.  Laboratory facilities use numerous hazardous substances under a variety of safety and environmental regulations and are under the control of qualified personnel. 

REP – Fixed Nuclear Facilities:  The Radiation Emergency Preparedness (REP) program deals with fixed nuclear facilities (FNF) within or having a portion of the 10-mile Emergency Planning Zone (EPZ) within the state of North Carolina.  The primary focus of the program is on the three nuclear power plants that are located in the state and/or surrounding EPZ counties: they are:

· Brunswick NPP - Brunswick & New Hanover Counties
· Harris NPP - Wake, Chatham, Lee, and Harnett Counties
· McGuire NS - Mecklenburg, Gaston, Lincoln, Catawba, and Iredell Counties
· Catawba NS - Mecklenburg, and Gaston Counties

The program also supports the EPZ planning for Sequoyah, Watts Bar, Oconee, Summer, Robinson, and Surry facilities located in adjacent states and monitor the research reactor, NCSU PULSTAR in Wake county and Fuel Rod Fabrication Facility at Global Nuclear in New Hanover county. (See Map 4 on the next page)
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The EPZ represents the time critical decision area where concern for safety of the general public and emergency workers drives emergency management decision making.  The goal is to protect the health and safety of the public living in the vicinity of the nuclear power facility by providing reasonable assurance that appropriate protective measures can be taken offsite in the event of a radiological emergency.  The (IPZ) Ingestion Pathway Zone is a 50 mile radius zone The IPZ has been designed to mitigate contamination of the human food chain by a radiological accident at a nuclear power plant. The ingestion pathway is characterized by radionuclides being deposited on surfaces, potentially contaminating foods such as milk, fresh vegetables, and water supplies.

Historically, there have been no major release events at North Carolina REP facilities and one reported situation where the nuclear material was being monitored for criticality that occurred within the in 2008 at the fuel rod fabrication facility.  The probability is considered very unlikely due to the extensive accident prevention and emergency preparedness programs that these facilities support.  The consequence of the worst-case scenario is considered catastrophic.

Concerns that an event at a REP facility may impact the continuity of response operations has led to planning changes over the past few years where these facilities have moved response equipment storage areas and other facilities outside the 10 mile EPZ.  While it would be likely that a major event could impact local Emergency Operations Centers (EOCs) in some jurisdictions, these could be relocated or transferred to the State EOC if needed, given the long time-scales for these events.  With these improvements, an event at a REP facility would be expected to have a minor impact on continuity of operations. Due to the nature of the hazard and the general over estimation of the radioactive hazards by the public a significant event at a nuclear facility would present a challenge to public confidence.  Existing REP plans are believed to have adequate measures in place to address these concerns.

In summary:
· The REP program has primary responsibility for preparedness for four fixed nuclear facilities that are in or may significantly impact the state. 
· An additional 6 facilities have portions of the 50 mile IPZ within the state.
· A test reactor and fuel rod assembly facility are monitored by the program.

RMP – Risk Management Planning Facilities:  The Risk Management Planning (RMP) program, established under the Clean Air Act Amendments of 1990, complements the EPCRA program.  A key RMP requirement is that facilities, with greater than a Threshold Quantity of regulated substance develop a risk management plan that details the emergency response plan and related coordination with the LEPC.  

There are 258 facilities in the state that store one or more RMP regulated substance over the TQ.  According to the US EPA RMP Database, almost 2.9 million North Carolina residents live with vulnerable zones surrounding these facilities.  One facility has in excess of 825 thousand people living within the vulnerable zone.  The most common of the RMP chemicals in the state are the toxics, topped by chlorine and anhydrous ammonia gas.  TIH gases present the public immediate inhalation hazard and can cause significant environmental damage.  Many of the TIH gasses are also heavier than air hindering access by responders to the release source. The most common of the flammable substances are propane and flammable mixtures.  These substances present a hazard in the form of a 1 psi shockwave or higher and through thermal radiation from the resulting fire. (See Chart 4 & Map 5)  


Chart 4
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RMP facilities represent both valuable targets and weapons for terrorists and are considered critical infrastructure.  The 2011 RMP[endnoteRef:24] data shows 245 historical release events from these facilities, released 177,739 pounds of EHS chemicals which caused 8 hospitalizations, 2,008 people to be evacuated, 30 people to be sheltered-in-place, and well over $57 million dollars in property damage.  These events included 2 fish or animal kill events, 9 minor and 2 major defoliation events, and 3 water contaminated events.  The probability of an event occurring in the future is common, with an average of 49 events per year, or almost one per week.  The predicted consequence of a worst-case scenario is catastrophic. [24:  US EPA RMP* Database for North Carolina, December of 2011] 


With regard to continuity of operations, the 2012 Wake County Hazardous Chemical Risk Assessment Pilot identified that 11% of the high risk EHS vulnerable corridors contained critical infrastructure facilities and none of the high risk fixed facility vulnerable zones contained critical infrastructure.  One of the purposes of this pilot risk assessment was to evaluate the basis of risk to identify mitigation options.  Many of the facilities stored chemicals that are regulated substances by RMP.  Concerns for chemical accidents impacting the continuity of government by RMP facilities are estimated at minor but additional work needs to be done to assess other communities in the state.  Fifteen county level risk assessment studies are proposed over the next planning cycle for provide additional information.

In summary:
· There are 258 facilities in the state that store one or more RMP regulated substance over the TQ.
· over 2.9 million North Carolina residents live with vulnerable zones surrounding these facilities.
· The most common of the RMP chemicals in North Carolina are the toxics, topped by chlorine and anhydrous ammonia gas.
· The most common of the flammable substances are propane and flammable mixtures.

Biological Hazards: As identified earlier in this plan, there are 1,400 known human pathogens.
Of these human pathogens, 66 are considered important on a world-wide basis as they account for the highest mortality rates worldwide.  Fifty-four pathogens are considered select agents by the US Department of Homeland Security.  Of the select agents, 30 are considered potential bioterror or biocrime agents. 
  
The biological hazards considered by this plan are Avian Influenza (Bird Flu), Anthrax, and Smallpox.  While it is difficult to determine where to place biological hazards in the hazard pyramid, either from a regulatory or hazard perspective, it is reasonable to consider the organisms as hazardous substances for planning purposes and place them near the top from a hazard perspective.  Neither do many biological hazards fit neatly into the man-made criteria of technological hazards, but to the degree that man has or will isolate, modify, amplify, concentrate these organisms for whatever purpose and/or weaponize them as Weapons of Mass Destruction (WMD) and our response is largely dependent on technology they are technological hazards. 

The nature of the data that pertains to biological hazards is vastly different than for other technological hazards.  The dose relationship and exposure pathways remain, but the thresholds for exposure (infectious dose) and the relative susceptibility of a population, or conversely the cumulative immunity, becomes critically important.  The concept of an organism needing a susceptible host to cause disease also applies as it requires a susceptible population to cause an epidemic.  Reducing the susceptibility of a population becomes an important concept in devising potential mitigation strategies.

For a disease to cause an epidemic it must have both a susceptible host population and an appropriate means of transmission.  Organisms that cause disease are living things, and therefore, require a suitable environment both within the host and externally to remain viable.  Naturally occurring epidemics occur when a population is both susceptible and the transmission environment is supportive.   A man-made epidemic (bioterrorism) would be the same as a natural event in that it would still require both an appropriate transmission and a susceptible population; the only difference is the intentional or accidental initial transmission of the disease.  Achieving either a supportive environment for transmission or developing agents that can tolerate otherwise unsupportive transmission environments are the most significant barriers to the use of biological agents as weapons.

Even with all the recent advances in biotechnology, nature is by far the more prolific producer of potential disease causing organisms than man.  The number and variety of potential disease causing organisms evolving in nature is vast.  The flu virus, for example, is carried by wild birds that usually do not get sick from them and shed the virus in secretions and feces.  Occasionally, one of these naturally generated viruses that are capable of producing disease in human beings finds its way through one or several intermediate species like swine and chickens to humans, and is contagious to other humans in the population who lack immunity.        

Determining that a disease event is occurring is also much less obvious in the initial stages of a biological event than other technological hazards.  With hazardous chemicals it is reasonably obvious that an event is occurring.  With biological hazards, however, the incubation period or the time between exposure, contraction, and the first obvious symptoms and related delay in transmission to other hosts, causes a delay in event recognition.  Even once people get sick the time to recognize an important disease event versus the normal day-to-day illness people experience requires significant vigilance.  This delay in event recognition is the reason for robust and vigilant public health surveillance systems as an important aspect for mitigating the hazard.

The impact of a biological event, whether as an intentional act or a natural event, on both the continuity of operations and public confidence will be major concerns.  A flu pandemic will impact the workforce and public confidence, especially as government begins to require social distancing, isolation, and quarantines. The availability of antivirals and vaccine will drive many policy decisions that may be challenged; the use of the Strategic National Stockpile will help in bringing in much need supplies in a timely fashion.  Public confidence will play an important role in compliance with protective action decisions. The North Carolina Emergency Operation Plan (EOP) covers disease epidemics and has sufficient protocols to prepare for these concerns.    

Bird Flu:  The planning, preparation, prevention, and mitigation efforts for Bird Flu or other 5 PSI  pandemic (Pandemic Severity Index, where 1 is lowest and 5 highest) will have a direct benefit on preventing and responding to both natural and mad-made biological hazards.  While the Bird Flu virus is not a man-made hazard or WMD, it does represent a significant public health hazard that would have potentially catastrophic consequences world-wide and is reasonably likely to occur at some point in the future.  Historically flu pandemics occur once in about every 10 to 50 years.  No one knows whether the next pandemic will be a 5 PSI event or not, but epidemiological models from the Centers for Disease Control and Prevention in Atlanta, GA, project that modern day pandemic is likely to result in 2 to 7.4 million deaths globally. Even with the development of an avian influenza specific vaccination, the complete prevention of an outbreak is unlikely if the virus surface proteins adapt to where it will easily spread from human to human.  Therefore, the focus of pandemic flu planning efforts have been to prevent an outbreak from becoming a pandemic through vigilant surveillance and containment planning that prepares the public to take the measures that will be necessary to confine and contain the disease.  The real threat comes from novel forms of the flu for which the human population has no immunity.

Smallpox:  Smallpox is a virus that is highly contagious with close contact and causes a serious disease in humans that may have an overall mortality rate as high as 30–35%.  Some reference sources suggest that the high reported mortality rate over-emphasizes mortality observed in children and otherwise unhealthy adult populations and places the mortality rate at much lower levels, suggesting that the eradication was a result of intense surveillance and isolation efforts.  

This disease is characterized by high fever and maculopapular lesions concentrated on the skin of the face and extremities and in the mouth and throat.  Smallpox has been a significant disease historically causing wide-spread death and blindness since before historical times.  Smallpox vaccine was developed in the 19th century and has been credited as being effective in eradicating the disease; especially when used in ring vaccination protocols and in conjunction with isolation of people who have had close contact with anyone with active smallpox disease.  

The smallpox virus has been adapted for use as a WMD by several countries, whose efforts were discontinued over 30 years ago.  On May 8th, 1980 the World Health Assembly declared smallpox eradicated due to an intense international campaign. The successful eradication of Smallpox led to the eventual discontinuance of vaccination programs and significant reduction in vaccine production. 

The consequence of a modern-day Smallpox epidemic would be catastrophic, due to the limited availability of Smallpox vaccine. The probability of a Smallpox event, however, is very unlikely.  Today only small samples of small pox virus exist in highly secure World Health Organization reference laboratories at the CDC in the United States and the State Research Center on Virology and Biotechnology in Russia.  No active cases of Smallpox have been reported since September 1978.   Other unlikely sources of Smallpox virus may exist in archived samples of scabs from past patients, exhumed bodies of Smallpox victims, or even more unlikely, reengineered from present day cow or monkey pox virus. 

Anthrax:  Anthrax is an acute infectious disease caused by the spore-forming bacterium bacillus anthracis. Anthrax spores are common in nature. Anthrax most commonly occurs in wild and domestic lower vertebrates (cattle, sheep, goats, camels, antelopes, and other herbivores), but it can also occur in humans when they are exposed to infected animals or tissue from infected animals.  Disease caused by naturally occurring Anthrax is very rare and even more rarely fatal; being usually cutaneous (skin) infections that respond well to commonly available antibiotics.  In the very rare occasion where a person would get gastrointestinal anthrax infection from contaminated meat or inhalational anthrax infection, the seriousness of the disease is far greater.  Historically, infection with anthrax was associated with occupational exposure to processing wool, hence the name “wool sorters disease”.  

In its natural form, Anthrax is not a significant hazard, but in a highly weaponized form it is considered a category “A” agent or WMD agent   Category A agents are ones that:
· Pose the greatest possible threat for a significant effect on public health. 
· May spread across a large area or need public awareness. 
· Require a great deal of planning to protect the public’s health. 
A weaponized form of Anthrax uses the inhalational exposure pathway to cause disease by delivering highly aerosolized spores deep into the lungs.  Once in the lungs these spores are transported to the lymph nodes in the mediastinum where they activate, reproduce, and produce a toxin that cause the rapid death of local tissues, flood the lungs with fluid, and eventually toxic shock.  If detected very early or treated prophylactically with antibiotics the disease is far less fatal.  If not detected, the disease is almost always fatal.  Anthrax is typically not communicable between people; for a population sized event to occur, an exposure must be introduced to a population from a manmade source.  

The difficulty in manufacturing weaponized Anthrax, Anthrax capable of being highly aerosolized, is an important aspect of evaluating the risk to the state of North Carolina from this agent.  Only states such as the Soviet Union and the United States have spent the billions of dollars necessary to effectively weaponize Anthrax.  While it is true that anyone that can make cheese has the capability to make Anthrax, it is not true that making Anthrax is the same as making an effective weapon.   While the consequences of a large scale Anthrax event would be catastrophic if the population were not treated, the only substantive threat is from non-weaponized forms that are not effectively aerosolized and would be limited to moderate or major consequences.  The probability of such an event occurring is very unlikely. 

In Summary:  
· Influenza pandemics occur historically once in every 80 years and likely would result in 2 to 7.4 million deaths globally and is considered to be reasonably likely and have catastrophic consequences. 
· Smallpox has been declared eradicated by the WHO, were the highly very unlikely event to occur it would be catastrophic.
· Anthrax is easy to make, but not weaponize; is treatable if use as a weapon is suspected, is considered to have moderate consequences and to be very unlikely.

Nuclear Hazards:  Nuclear hazards are those presented by radioactive materials.  Radioactive materials are considered hazardous substances.  These include the use of nuclear weapons, attacks on or accidents at fixed nuclear facilities, and a terrorist’s use of a “dirty bomb.”

Nuclear Weapons: Nuclear weapons are weapons of mass destruction that are developed by technologically advanced countries for the purposes of national defense and the political effect from the threat of force they imply.  The use of nuclear weapons in wartime within North Carolina, while certainly a catastrophic event, is highly unlikely.  The potential use of nuclear weapons by terrorists is even less likely to the point that it is almost nonexistent.   

By definition, terrorism is an attempt to achieve political objectives through the use of violence and asymmetrical warfare tactics against established political entities.  This definition would include both domestic and international terrorists. Using this definition, however, a terrorists’ use of state-level weapons of mass destruction is highly improbable, such as nuclear weapons or highly weaponized anthrax, because both of these weapons require state-level resources to develop.  Once a terrorist has a WMD they have achieved some degree of parity or symmetry and are no longer considered a terrorist.  In other words they don’t need to use terrorism to gain their political objectives anymore, they gain the recognition they were seeking as political entities.      

Fixed Nuclear Facilities:  Fixed nuclear facilities are highly regulated, highly secure, power generation plants with highly refined engineering and safety systems designed to fail safe and reduce both the probability and consequence of an event.  It is never possible to neither eliminate the probability of an event nor completely mitigate the consequences.  Provided the safety systems are maintained and procedures followed, were an unlikely event to occur at a fixed nuclear facility, it would be minor.  These facilities are potential targets for terrorists, but were they to seriously examine the effort to overcome the security at these facilities they would likely turn to other less secure targets.  

Dirty Bomb:  A dirty bomb uses traditional explosives to disperse a radioactive source, like a stick of dynamite to disperse a jar of uranium salts.  There is no conceivable situation where this could occur as other than as an intentional act.  Both the low grade explosives and radioactive sources necessary to make this weapon are readily available.  The predicted consequence ranges from major to catastrophic and the probability is estimated at unlikely.  The resulting contamination of a large area of a metropolitan area would cause the following: 

· A significant medical screening, intervention and treatment for the exposed population of hundreds to many thousands; 
· An extensive if not prohibitively expensive cleanup requirement that could run into the hundreds of millions where even the screening needed to identify what and who require decontamination would be a major undertaking; 
· An extended denial of use, possibly permanent, of key facilities causing serious disruptions to services and operations; and
· Present a significant challenge to public trust in government as whole communities may be condemned and require demolition. 

In summary:
· The hazard of nuclear weapons would be catastrophic but is highly unlikely.
· A terrorist’s use of a nuclear weapon is even less likely.
· Were an unlikely event to occur at a fixed nuclear facility, it would be minor.
· The terrorist use of a dirty bomb is unlikely but would be catastrophic.  

Explosives: Explosives are hazardous substances and present a technological hazard.  According to the US Geological Survey, the state of North Carolina purchased and consumed 37.95 million pounds of explosives in 2011; 700 thousand pounds of those were high explosives.  Bomb threats are a common event, but historical bombing and explosive accident data remain unavailable.  The consequences of a bombing event are estimated at major to catastrophic.  This is an area for further development in future planning cycles.

An area of concern is the availability of recipes on the internet which make use of commonly available household chemicals that can be used to make high explosives like TATP.  Two brothers in Mecklenburg made triacetone triperoxide (TATP) in their basement in 2010 from an internet recipe and subsequently took a pen rigged with the explosive to school where it injured another student.   A number of firefighters were injured in the investigation and response.  TATP is a favored explosive for terrorists.  





	
III. STATEWIDE RISK AND MITIGATION ASSESSMENT

A. RATIONALE

The statewide risk (T-HIRA) and mitigation assessments are two distinct efforts.  The risk assessment assigns a hazard an evaluation of risk and the mitigation assessment looks at those high and medium risk hazards where sensible mitigation options are available. The hazard assessment is done by assigning a probability and consequence for eight hazard indicators (bases) for each identified hazard to determine an overall risk; expressed as high, medium, and low planning priority.   The assignment is based on currently available information.  The assessment may be changed as needed in response to new information sources.

The following eight hazard indicators (bases) will be evaluated, where the highest scored indicator determines the overall risk:
 
1.	Potential for serious human injuries and fatalities, both public and responders;
2.	The need for formal public protective actions such as evacuations or sheltering-in-place;
3.	The potential for contamination of the environment and associated cleanup costs;
4.	Availability of adequate local response assets or reliance on external resources;
5.	Potential to impact sensitive receptors; 
6.	Potential to impact critical infrastructure;
7.	Potential for economic losses;
8.	Potential to disrupt continuity of response operations; and
9.	Potential to harm public confidence and erode the ability of government to maintain social order.

High risk hazards require mandatory response, coordination, preparedness and mitigation planning and programs that include threat and vulnerability reduction components.  All critical infrastructure facilities identified by either the US Department of Homeland Security or NCEM fall into this category, plus additional facilities identified by the state, such as the RMP facilities and others that may be identified as the eventual result of this process.  Medium risk hazards require mandatory response, coordination, preparedness and mitigation planning. Low risk hazards recommend response, coordination and safety programs.  Alternatively, low and medium risks may be addressed by national level resources as they may rise to a higher risk when considered at a national level.   

Identified high and medium risk hazards require a mitigation option assessment. The mitigation option assessment is used to evaluate those hazards for which sensible mitigation options are available.  Sensible mitigation options are those that are:

· Cost effective when compared to the potential consequence;
· Documented in case studies, pilot projects, or innovative technologies that have demonstrated feasibility and effectiveness in reducing or eliminating either the hazard or the consequence; and
· Solve a problem independently or constitute a functional portion of a solution where there is assurance that the project as a whole will be completed.

For the purposes of this plan, hazard mitigation means any proactive action taken to reduce or eliminate the long-term risk to human life and property from technical hazards.  Although it is a certainty that emergency response operations and planning do help mitigate the consequences of an event already occurring, this plan prioritizes mitigation actions that occur prior to an event, therefore response actions according to the mitigation hierarchy.
 
There is no single approach that will effectively protect a community from all technological risk. Care must be taken to study mitigation options carefully and not make rash decisions without a clear understanding of the outcomes. Actions intended to reduce risk may actually increase it because as with most complex systems, there are multiple points in the overall system that interact in complex ways.  A change in one point may either add or decrease risk at other points in the system.  An example of this is surrounding chemical complexes with security fences in an effort to prevent terrorism. In one event in North Carolina a chemical release trapped employees in a toxic cloud.  The needed escape gates if the fence were added after the unnecessary exposure of these employees; all of whom survived.  

Below is a hierarchy of concepts that when implemented will significantly reduce risk by seeking to prioritize those efforts that eliminate risk at the source.  Used collectively these concepts and related approaches address risk both from the probability and consequence sides of the equation by working at all points in the chemical lifecycle. Efforts at the top of the list eliminate risk, followed by risk reduction and prevention, mitigation, and finally hazard avoidance.  All concepts can be implemented simultaneously or independently but effective risk management would require that efforts higher in the hierarchy should be pursued at every opportunity. 
  
Hierarchy of Chemical Risk Reduction Concepts: 

1) Eliminate use of toxics or pathogens by replacing with a less or non-toxic alternative at each source.
2) Reduce use of toxics or pathogens through minimizing use and/or storage volumes.
3) Implement risk management programs designed to minimize opportunities for releases to occur, and mitigate any release that does occur at the source with fail (passive) safe systems, and install secondary active mitigation systems (like water curtains), flairs, vent stacks, etc.
4) Implement land-use restrictions to provide minimum safe distances from sources to the public, sensitive receptors, and critical infrastructure.  
5) Plan for both or a combination of sheltering in place and evacuation programs where they are complimentary.  A “key-hole” sheltering concept is ideal and is where the population immediately within a plume shelters and adjacent populations are evacuated.  Both concepts require public warning systems that initiate the community action “immediately” and are either automatic or initiated by the releasing facility through a formal system.  
6) Plan for social distancing, public vaccination, and/or prophylaxis programs for contagious diseases events to minimize, slow or stop the transmission of the epidemic and reduce the impact of the event on the public health system allowing it focus resources on supporting the recovery of the sick.     

7) Maintain a rapid and qualified emergency response capacity to minimize a release in both duration and volume.  This requires an extremely effective release notification system as the trigger for an immediate response.
8) Establish plans, develop public warning systems, and conduct public outreach and training on evacuation and shelter-in-place actions.  The public needs to be trained on what actions are expected of them based on the warning systems.  Without training the public, neither sheltering-in-place nor evacuations will be effective.

Note: The idea is to use all of the approaches on the list concurrently and always seek to move a facility/community to approaches higher on the priority list.

This plan considers nine types of mitigation options, in no particular order, as follows:

1) Structural Improvement
2) Hazard Reduction & Elimination
3) Infrastructure Enhancement
4) Property Acquisition
5) Land Use Planning
6) Route Use Planning
7) Public Warning & Education Systems
8) Public Self-Sheltering or Social Distancing (Quarantine)
9) Mass Prophylaxis

Structural Improvement:  Structural improvement activities involve improving building structures to better withstand a hazard, prevent a hazard from occurring, protect the occupants and property from harm, or redirect a hazard to reduce exposure to an event.  Examples of this mitigation option include:

· Engineering controls like installing active emergency vents that redirect a toxic gas release through a tall vent stack and effectively raising the beginning point of a plume to where it is above human exposure height.
· Shelter-In-Place enhancements like modifying structures to more adequately shelter occupants from external toxic gasses or dusts.
· Physical barriers like constructing passive explosive shock reflectors and barriers to protect a facility from a known hazard site or to limit access to critical controls or storage locations for hazardous substances.
· Design new and retrofit existing chemical facilities with inherently safer technologies.

The following is a recent real world example of the need for structural improvement in North Carolina.  On April 16, 2008 - The U.S. Chemical Safety Board (CSB) published a case study examining the fire at the Environmental Quality Company (EQ) located in Apex, North Carolina[endnoteRef:25].  According to the report, 30 people including 13 first responders sought medical treatment for respiratory distress and nausea.  The event also resulted in the evacuation of 3,300 residences, the town hall, a fire station, and the town 911 center.  The facility was not equipped with smoke detection sensors, did not have adequate fire suppression technology available, and the barriers separating the segregated waste was designed to only containing liquid spills and not to contain fires.  It concluded that if any one of these active or passive mitigation technologies were in place it would most likely have limited the response to the oxidizer bay only or at least provided first responders additional time to initiate emergency actions before the situation grew out of control.   [25:  CSB, April 16, 2008 Case Study titled “Fire and Community Evacuation in Apex, North Carolina”] 


Hazard Reduction & Elimination:  Hazard reduction and elimination activities are those that seek to reduce or eliminate a hazard at its source.  Examples include:
· Toxics use reduction or elimination, such as replacing toxic chlorine gas with liquid chlorination alternatives for both wastewater and potable water treatment.
· Conflict point elimination like eliminating opportunities for hazmat events at rail/roadway intersections by building under or overpasses in high traffic volume areas. 

Infrastructure Enhancement:  Infrastructure enhancement activities construct new or add capacity to existing facilities to provide for public protection, health, and safety services.  Examples include:
· Adding surge capacity to hospitals and public health systems to provide large scale preventative and treatment services.
· Providing public and critical facility decontamination capacity and identifying staging areas for contaminated debris. 
· Congestion reduction roadway projects at high traffic points along evacuation routes.
Property Acquisition:  Property acquisition activities purchase private properties and relocate residents to eliminate potential exposure within a hazard vulnerable zone.  Examples include:
· Purchasing and relocating a daycare center that is with the 1 psi shockwave vulnerable zone of a Risk Management Planning program facility.
· Moving a church and school located in very close proximity to a fixed nuclear facility.
Land Use Planning:  Land use planning activities are those intended to recognize, plan for, and place limits on the proximity between receptors and hazard sources to reduce or eliminate exposure.  Examples include:
· Preventing incompatible land use through the development of Comprehensive plans and zoning ordinances that provide for appropriate time/distance separation between hazard sources and receptors.
· Developing low intensity land use buffers around hazard sources such as greenways, parks, trails, and natural habitats.

Route Use Planning:  Route use planning activities are similar concepts to land use planning in that they are used to plan usage of transportation routes for public safety purposes.  Examples include:  
· Planning of evacuation routes.
· Preventing unnecessary hazard exposure by developing hazardous material transportation corridors or restrictions.

Public Warning & Education Systems:  Public warning systems and education programs are activities designed to warn and educate the public concerning hazards and the means to avoid, limit, or respond to a potential exposure.  To be effective public education programs must be implemented well in advance of an actual emergency.  Examples include:
· Public sirens or reverse 911 telephone warning systems.
· The emergency broadcast system.
· Public outreach and education program concerning actual local hazards.

Public Self-Sheltering or Social Distancing (Quarantine):  Public self-shelter, social distancing and quarantine mitigation activities are those which prepare a population to seek shelter in their residence or workplace for some period of time to either prevent or limit a potential exposure.    Examples include:
· Preparation of household or workplace emergency and sheltering kits.
· Preparing a facility or residence to provide shelter by developing complete internal air re-circulation systems. 
· Policies that support telecommuting.

Mass Prophylaxis: Mass prophylaxis mitigation activities are those which pre-treat a population prior to the onset of disease to prevent a biological or disease causing agent from causing an epidemic or harm. An example is:
· Vaccinating a population exposed to or threatened by exposure to the influenza virus.
· Distribution of antibiotics through Points of Dispensing at many locations that are part of a population’s daily routine.

B. STATEWIDE RISK ASSESSMENT

The results of the risk assessment are presented in Table D-7. 
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    MO =  Moderate
    MA =  Major
    C    =  Catastrophic
 
	
	
	
	
	
	
	
	
	
	
	
	

	Hazardous Substances (Chemical)
	

	    Hazardous Materials – Transportation
	Common
	MA
	MO
	MO
	MO
	C
	C
	MI
	MA
	MA
	MA
	High

	        Hazardous Chemicals – Fixed Fac. 
	Common
	C
	C
	MO
	MI
	C
	C
	MI
	MA
	MA
	C
	High

	        Risk Management Program 
	Common
	C
	C
	MO
	MI
	C
	C
	MO
	C
	C
	C
	High

	    Biological
	

	        Bird Flu
	Reasonably Likely
	C
	C
	MA
	C
	C
	C
	MA
	C
	~
	C
	High

	        Smallpox
	Very Unlikely
	C
	C
	MA
	MA
	C
	C
	MA
	MA
	~
	C
	Medium

	        Anthrax
	Very Unlikely
	MA
	MA
	MA
	MA
	MA
	C
	MA
	MA
	MA
	MA
	Low

	    Nuclear 
	

	        Nuclear Weapon
	Very Unlikely
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C
	Medium

	        Dirty Bomb
	Likely
	C
	C
	MO
	C
	C
	C
	C
	C
	C
	C
	High

	        Radiological - Fixed Nuclear  
	Very Unlikely
	C
	C
	MI
	MI
	C
	C
	MA
	C
	C
	C
	Medium

	    Explosives
	

	       Improvised & Explosive Devices
	Likely
	MA
	MA
	MA
	MA
	MA
	MI
	MO
	MO
	MO
	MA
	High

	       Explosive Accidents
	Reasonably Likely
	MO
	MA
	MI
	MI
	MI
	MI
	MO
	MO
	MO
	MA
	Medium


                                                                                Table D-7
  
A. MITIGATION ASSESSMENT

A mitigation assessment decision tool is provided in Table D-8 and an example of the assessment form is attached in Appendix A.

Table D-8
	Mitigation Option Assessment Decision Tool

	Hazard Category
    Division
        Sub-division
	Risk
Priority
	Mitigation Option

	
	
	Structural & Equipment
Improvement
	Hazard
Reduction
& Elimination
	Infrastructure
Enhancement
	Property Acquisition
	Land Use
Planning
	Route Use
Planning
	Emergency Response
	Public Warning
& Education
Systems
	Public Sheltering &
Social Distancing
(Quarantine)
	Mass Prophylaxis
	Surveillance

	Hazardous Substances

	    Hazardous Materials – Transportation
	High
	S
	R
	S
	L
	S
	S
	S
	S
	S
	~
	S

	        Hazardous Chemicals - Fixed Facility
	High
	S
	S
	S
	R
	S
	R
	S
	S
	S
	~
	S

	        Risk Management Program 
	High
	S
	S
	S
	S
	S
	R
	S
	S
	S
	  ~
	  S

	

	    Biological
	

	        Bird Flu (Novel Disease)
	High
	S
	~
	S
	~
	~
	~
	S
	S
	S
	S
	S

	        Smallpox
	Medium
	S
	~
	S
	~
	~
	~
	S
	S
	S
	S
	S

	

	    Nuclear
	

	        Nuclear Weapon
	Medium
	L
	~
	S
	L
	L
	L
	L
	S
	S
	S
	L

	        Dirty Bomb
	High
	L
	~
	S
	L
	L
	L
	L
	S
	S
	~
	S

	        Radiological - Fixed Nuclear Facilities 
	Medium
	M
	L
	S
	R
	S
	S
	R
	S
	S
	S
	S

	

	    Explosives
	

	        Bomb/IED - Improvised Explosive Device
	High
	L
	~
	S
	L
	L
	L
	S
	S
	S
	~
	S

	        Explosive Accidents
	Medium
	L
	~
	S
	L
	L
	L
	L
	S
	S
	~
	R

	Significant Value for Cost              S
Reasonable Value for Cost           R
Low Value for Cost                        L
Not Applicable                               ~




IV. MITIGATION STRATEGY

A. GOAL

The goal of this plan is to produce tangible and actionable mitigation products that facilitate all types of proactive planning, prevention, preparedness, and mitigation activities; ultimately supporting cost effective mitigation decisions that reduce or eliminate hazards where possible.

B. OBJECTIVES

The objectives of the plan are to:

1) Produce hazard vulnerability maps on both state-wide and community levels that represent currently available information sources on technological hazards for both transportation and fixed facilities;
2) Provide the means to evaluate community vulnerability to technological hazards both individually and from a state-wide perspective in terms of the probability and consequences were a release to occur, regardless of the cause; and
3) Establish a means to evaluate and prioritize proposed mitigation activities to eliminate hazard vulnerability where prevention and preparedness actions are not sufficient to safeguard a community. 

C. STRATEGY

The key means to the mitigation of technological hazards are found in knowledge, respect, and preparation.  The strategy of this plan is to address these keys with the belief that technological hazard information presented in context with community level vulnerabilities, threats, and capabilities leads to knowledge, which supports and enables appropriate planning, preparation, and mitigation decisions.

There is no single approach that will effectively protect a community from all chemical risk. As with most complex systems, there are multiple points in the overall system that interact in complex ways.  A change in one point may either add or decrease risk at other points in the system.  Below is a hierarchy of concepts that when implemented will significantly reduce risk by seeking to prioritize those efforts that eliminate risk at the source.  Used collectively these concepts and related programs address risk both from the probability and consequence sides of the equation by working at all points in the chemical lifecycle. Efforts at the top of the list eliminate risk, followed by risk reduction and prevention, mitigation, and finally hazard avoidance.  All concepts can be implemented simultaneously or independently but effective risk management would require that efforts higher in the hierarchy should be pursued at every opportunity.   




D. ACTION ITEMS AND KEY PERFORMANCE INDICATORS

The action items and key performance indicators that measure the effectiveness of this plan are the:

1. Development of an initial state-wide technical hazard vulnerability map which details the vulnerable areas by source, in relation to sensitive populations and environments, and critical infrastructure; by January 10, 2014 with periodic planning cycle updates;
2. Development of additional products and tools that facilitate the evaluation, prioritization of threat reduction and mitigation activities at the local level by December 1, 2013;
3. Achieve a measureable reduction in the population living within Risk Management Planning program vulnerable areas in the state by 5% per year with the baseline year of 2008; 
4. Achieve a measurable elimination of high risk or threat to 5 sensitive receptors or critical infrastructure facilities within the state per year; 
5. Establish a partnership with at least three community level planning agency to develop land use planning recommendations for inclusion into the Comprehensive plan and zoning ordinances by March1, 2014; and
6. Conduct one toxics elimination mitigation effort to replace a TIH chemical with an alternative that eliminates the down-wind community public health hazard.

During the 2010 update of this plan, there were several specific mitigation actions for infectious diseases located within the mitigation action table for natural hazards. During the 2013 update, when the infectious disease hazard was relocated to the technological hazards appendix, these actions were likewise relocated. Please see Table D-9 below:

[bookmark: _GoBack]Table D-9. Mitigation Actions for Infectious Diseases
	Hazards Addressed
	Action Item
(And prioritization)
	Rationale for
Effectiveness
	Lead/Support
Agency
	Projected Timeline
	Resources
Projected
	Progress Toward Action

	Infectious Diseases
	Action Item: Develop and conduct exercise models/exercises to continually update prevention measures, biosecurity recommendations and early response strategies to ensure that disease mitigation and response remain effective and efficient.
	Locals learn about improving their risk assessments and basic mitigation actions
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	2 years
	State resources, possibly mitigation grant funds
	NCDEM is a regular participant in joint-agency exercises

	Infectious Diseases
	Action Item: Develop system to upgrade statewide spatial and surveillance data maintained in-house through multiple data sources.
	Expanding use of new surveillance data increases the State and local risk assessment accuracy and  broadens mitigation capabilities
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	3 years
	State or Federal resources
	Ongoing through development of GIS Hazard Network Platform

	Infectious Diseases
	Action Item: Develop system to upgrade statewide ID data maintained in-house through multiple data sources. 

	Expanding use of new technologies increases the State and local risk assessment accuracy and mitigation capabilities
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	Perpetual
	State or Federal resources
	NCEM’s GTM section regularly updates this system


	Infectious Diseases
	Action Item: Increase State Lab capabilities to include ability to test for FAD’s and ID that most threaten North Carolina’s citizens and animals.  
	Enhanced testing alerts officials of risk and helps them mitigate 
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	2 years
	State resources
	The State Labs capabilities have increased, but some work is still needed.

	Infectious Diseases
	Action Item: Develop and implement a syndrome based surveillance system that incorporates human and animal health.  
	Expanding use of new surveillance data increases the State and local risk assessment accuracy broadens  mitigation capabilities
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	3 years
	State resources
	This system has been implemented but improvements are needed.

	Infectious Diseases
	Action Item: Create ID and GIS staff positions and maintain them with capable personnel using competitive salary increases as needed. 

	Additional staff can increase the ability of the state to identify geographic areas of concern, as well as develop outbreak scenarios for exercise/training
	NC Dept. of Public Health, NC Dept. of Agriculture, NCDEM
	3 years
	State resources
	State budget did not permit this during the 2010-2013 period.

	Infectious Diseases
	Action Item: Build and maintain a real-time ID webpage that communicates prevention measures, biosecurity practices, warnings, disease recognition, reporting information and actual incidents. 

	Increases communication between stakeholders to integrate new data/methods and mitigation messages
	NC Dept. of Public Health, NC Dept. of Agriculture
	3 years
	State and Federal resources
	Although some improvements have been made, there is still work to be done on this action.




V. CAPABILITY ASSESSMENT

The capability assessment attempts to determine potential stakeholders with interests in technological hazards or capabilities to mitigate these hazards to participate in the plan update cycle.  The identified stakeholders are as follows:

State:
	NC Department of Crime Control and Public Safety
Division of Emergency Management
State Patrol
NC Information Sharing and Analysis Center (NC-ISAAC)
	NC Department of Environment and Natural Resources
		Air Division – Risk Management Program
		Water Division
		Office of the Secretary – Disaster Response
	NC Department of Insurance
Office of the State Fire Marshal
	NC Department of Agriculture
		Emergency Programs Division
		Plant Industry Division
	NC Department Health and Human Services
		Public Health Division
		Hazardous Substances Emergency Events Surveillance (HSEES) 
	NC Department of Labor
Occupational Safety and Health Division 
	NC Department of Transportation
Federal
	United States Coast Guard
		Sector North Carolina
		Regional Response Team 4
	United States Environmental Protection Agency
		 Regional Response Team 4
	United States Department of Homeland Security
	United States Department of Transportation
Local
	Mecklenburg County Local Emergency Planning Committee
	Wake County Local Emergency Planning Committee and Planning Department 
	Guilford County Local Emergency Planning Committee
	North Carolina Capital Area Metropolitan Planning Organization (CAMPO)
	Greensboro Urban Area Planning Organization

VI. PLAN MAINTENANCE AND UPDATE PROCESS

A. PLAN EVALUATION AND ENHANCEMENT

As mentioned previously, the planning process for the T-HIRA is divided into a five year highly collaborative six step repeating cycle as follows:

1) Hazard Typology and Identification 
2) Data Acquisition, and Initial Model and Map Development
3) Initial Risk Assessment and Prioritization of  Future Work Products
4) State-wide Vulnerability Assessment
5) Implementation of Technical Hazard Mitigation Activities 
6) Acquisition of Additional Data Sources, Review of Data, and Refinement of Typology, Models, Assessments, and Related Work Products

The evaluation is achieved by comparing actual measured outcomes of the key performance indicators to planned outcome targets.  Where targets are not being met, efforts will be made to identify the limiting factors to either the accomplishment of the target, or inability to measure the performance and revise the action to overcome the limitation and/or change the performance indicator.

This plan will be significantly enhanced in the third planning cycle by identifying important stakeholders both by hazard and their capability to engage in an identified mitigation activity.  These stakeholders will meet and propose recommended modifications to the plan.  Modifications will be adopted by the director, based on the recommendations of the State Mitigation Officer and guidance of program staff.  



B. MONITORING PROGRESS OF MITIGATION ACTIVITIES

The overall value of technical hazard mitigation activities are to reduce either or both the probability or consequence components of risk for a hazard.  Measuring the change in either component allows DEM to monitor progress of mitigation activities.  For example; replacing a gaseous chlorine system with a nongaseous chlorination system will immediately and totally eliminate the community down-wind public health hazard.  Elimination of the risk from one facility will significantly reduce the overall hazard presented to the population living in the vulnerable zones within that community and the state.  This reduction can be reasonably measured using GIS software and plume modeling software.  The periodic updates of the population component of the hazard assessment will provide an immediate measure as to the effectives of this plan, as compared to the base year of 2008.  

	Appendix A - Example Mitigation Assessment - Wonderfully Cold Storage

	Source:
	Wonderfully Cold Storage, Garner, NC
	Facility Type:
	EHS, RMP

	Chemical Hazard:
	Anhydrous Ammonia
	
	

	(Hazard Indicator)
	Description
	Score
	Description

	Basis of Risk/Score: (For Indicators > 1)	
	Response Assistance
	4
	Catastrophic

	
	Special Equipment
	4
	Catastrophic

	
	Economic Damage
	2
	Moderate

	Hierarchy Responses:
	
	Valued Option
	Mitigation Basis of Risk 

	     Chemical
     Substitution
	Anhydrous ammonia is the most efficient refrigerant known so no substitute is available.
	No
	No

	     Reduce
	The volume can be further minimized by updating to higher efficiency compressors and controls.  The capital cost of this option is prohibitive as it achieves a minimal reduction.
	No
	No

	     Inherently Safer
     Technologies
	Significant improvements have been made in the design of ammonia refrigeration systems, such as vacuum side cooling that are much safer.  These require significant capital investment that will be evaluated for future installation.
	No
	No

	     Risk Management
     Programs
	Many programs are in place, several improvements are possible in administrative controls and maintenance to minimize risk.
	Yes
	Somewhat

	     Land-use
     Restrictions
	Will prevent future casualty and protective action impacts but not highly in the short term.
	Yes
	Yes

	     Protective Action
     Planning
	Not done, assumed the community had a plan.  Will pursue with LEPC and city officials.
	Yes
	Yes

	     Qualified 
     Response/
     Notification
	A qualified response is available from the neighboring city by the Raleigh Fire HazMat Team, however response time will be greater than 30 minutes and no coordination with the RFD has been undertaken.  911 is an effective notification process with established mutual aid agreements and automatic dispatch for HazMat events.
	Yes
	Yes

	     Protective Action
     Outreach
	Current plans do not exist, and no program to educate the community has been established.  Will pursue with LEPC and public officials.
	Yes
	Yes

	     Other
	A containment wall would be capable of containing the denser than air gas cloud from a release from the receiver, this is being evaluated as an option by the engineering team but is expected to have a significant cost. 
	Under Evaluation
	Unknown

	    Highest Value 
    Options:
   (in priority order)
	1. Protective Action Planning, Education and Outreach
2. Land-use Planning and Restrictions
3. Implement administrative controls on maintenance of critical safety systems.




Appendix B - REFERENCES
2012 NC Tier II Data
Number Reporting	Total Chemicals Listed	Unique Chemicals Listed	Fire Hazards	Acute Hazards	Chronic Hazards	Reactive Hazards	Extremely Hazardous Substances	27121	2438	13007	22362	13913	5437	3507	
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