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TO: All VIPER POC’s, EM Branch Managers, EM Coordinators, VIPER Staff, SWIC
FROM: Michael Hodgson, VIPER System Manager

SUBJECT: Update on VIPER P25 Second Touch and 2015 changes

I hope that this message finds all of you well and that everyone had a joyful holiday season. As
we close out 2014 and move into 2015 there are several very important topics regarding VIPER
radios and programming that need to be shared.

A) New VIPER advanced system keys for most of you are forthcoming shortly. There are
some significant changes;

e The new I-Buttons that you receive (silver battery looking button) that goes in the
blue carrier (dongle) are RENEWABLE. This means that once they expire, that
they can be re-initialized with a new expiration date. This is NOT the case with
the current I-Buttons that expire on 31 December 2014. This year, once you
receive your new button, simply discard the old one and insert the new button and
you will be up and running. In future years, buttons will be returned for re-
configuration.

e The new buttons are valid for FIVE years and will expire on 31 December 2019.

e The new buttons contains only ONE system (01FC) and no longer contain the
2C10 standalone trailer system. See below for more details on why that is the
case.

e QOur contract with each vendor is to provide at no cost, ONE advanced system key
to each county or agency. As all counties have some Motorola radios, this means
that each county will receive one Motorola I-Button at no cost. Additional I-
Buttons, as authorized by VIPER, will need to be provided to VIPER for
updating.

e Each I-Button will come with a new agreement that needs to be signed and
returned in a timely manner to the address provided.
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B)

C)

Over the past eight years we have received much feedback from the field, in the form of
after action reports that related to the operation of the portable tower trailers that the state
purchased. The three tower trailers that contained a fully operational five (5) channel
trunked radio system have operated on the 2C10 system ID and were limited to
standalone operation. Virtually every instance where the trailers were deployed resulted
in an after action summary that expressed concerns that the current solution did not
provide for an enhancement of the wide area system. Moving forward, we will be
beginning the transition this year to convert the trailers to be a coverage enhancement
tool rather than a standalone system. This will mean that the trailers will each be assigned
unique frequency sets such that more than one trailer could operate in relatively close
proximity to each other. We are working diligently with the NRPC to see if a nationwide
frequency plan is the best option or to utilize channels within our NC 700 MHz state plan
and once we finalize that, we will update all of you accordingly. In addition to the
migration of the trailers to P25 wide area operation, with the number of radios now
exceeding 65K, we are unable to provide a unique 4.1 ID for each radio programmed for
the 2C10 system. This could potentially cause an ID duplication which is not something
that we desire to have happen even if it is only applicable during the standalone
operation. Finally, as a reminder, the trailers will still have a standalone National Public
Safety (NPSPAC) repeater on board that can be used to support a communications
solution with approximately a five (5) mile radius of operation in a conventional mode.

As many of you may be already aware, VIPER has been working to solidify the funding
for a “Second Touch” programming opportunity for radios on the VIPER system. This
second touch has been negotiated with Motorola, EFJ and Sprint Nextel to provide a very
specific set of tasks and | ask that each of you read the following list very carefully and
ask questions if any arise. As was the case with the “first touch”, reconfiguration dollars
are only available to program end user radios that are primary users of the VIPER system.
The funds will not cover the reconfiguration of radios covered by another licensee’s
frequency reconfiguration agreement (FRA). For example, end user radios that use a
locally owned and maintained system as their primary system are typically not covered
under the state’s agreement with Sprint Nextel.

e The most important task (TASK 1) to be accomplished by the “second touch”
programming is the removal of the “pre-rebanded” NPS conventional channels
and the “pre-rebanded” control channels. This will involve a minor modification
to the current Zone and Channel assignments in the radio, along with the removal
of any of the VIPER 4.1 system ID’s (6038, C123, C508 and C92D). All costs
related to completing task 1) are covered by the state within its contract with
Sprint and the vendors.

e The second task to be accomplished concurrently (TASK 2) is the removal of any
Zone and Channel assignments related to the old VIPER 4.1 system(s). All costs
related to completing task 2) are covered by the state within its contract with
Sprint and the vendors.



e The final task is related to programming additional P25 talk groups and their
respective Zone and Channel assignments along with any other changes that may
be made at the request of the end user. *NOTE* The current contract provides for
the programming of a new “template” however it does NOT provide for the cost
of designing and configuring a “template” that includes ANY changes OTHER
THAN THOSE LISTED IN TASKS 1) and 2).

e What this means to you, the end users, is that the contract will provide the funding
to program whatever you want in the radios, however for every template that you
request to be created in which changes are not directly related to those outlined in
Tasks 1) and 2) above are, the cost of creating, modifying or amending said
template(s) is the financial responsibility of the end user county or agency and
is not funded by the state.

D) With the change to P25 in June 2014 also came the potential for additional radio

E)

F)

manufacturers to provide equipment compatible with the VIPER system. In addition to
the previously approved vendors Motorola and EF Johnson, we have evaluated P25
radios from four additional vendors for use on the VIPER system. The new list of
approved vendors is listed below;

e Motorola

e EF Johnson
e Kenwood

e Harris

e Tait

e BKRelm

Each of the respective vendors is aware of the model(s) of radios that were submitted for
testing and consideration for testing on VIPER. Should an end user have any questions
about a specific model’s eligibility for use on VIPER and the vendor is unable to provide
confirmation of that, please contact us directly.

One area that | urge all of you to consider when moving forward with radio purchases is
the use of second hand equipment on VIPER. With the migration to P25 and the
integration of 700 MHz frequencies into the system, it is imperative that end user
agencies do not purchase radios that will not operate on the combined 7/800 spectrum.
Many manufacturers were still marketing radios until very recently that were 800 MHz
band only radios and those units will not be supported by VIPER. We will also be
continuing to require that any radio placed into service on VIPER must have its firmware
updated to the most recent release prior to being placed into service.

Last of all, with the transition to P25 and the changes that we implemented with the
management of P25 VIPER ID’s and the provision of specific ID ranges to each county
or agency, we wanted to remind everyone of the new ID request workflow and areas of
responsibility.

Below is a recap of the new VIPER ID process;



e VIPER provided each county point of contact (POC) or state/federal
agency POC with a block of assigned VIPER ID’s. Each county or agency
was also provided with a recap of any ID used during the first touch
programming in the event that their radios were programmed by
Motorola/HiCaps/EFJ, such that each county or agency had a starting
point for their respective radio inventory. VIPER POC’s are now
responsible for maintaining said inventory and will be required to submit
an annual “true-up” document to VIPER in January of each year.

e Moving forward, each county POC or state/federal agency POC will
submit to VIPER, a completed VIPER ID request form (same form as
previously used with the 4.1 system) to include the Radio Model, Model
and Serial Number, the Radio Assignment, the Name of the Template
programmed into the radio (if applicable), the Alias of the Radio and the
next available P25 Individual ID chosen from the block of ID’s provided
by VIPER.

e The Radio Alias should consist of no more than eleven (11) characters and
should begin with the two digit county code, if the radio in question is
assigned to a county or political subdivision of said county or a clearly
defined prefix if the radio in question is assigned to a state or federal
agency (ALE, SHP, USMS, etc.) The alias should end with one of three
characters (P for portable, M for mobile and C for control station).

e Please see attachment 1) a sample completed VIPER ID request form and
2) the list of two digit county codes under the column VIPER Code

January brings the need to receive a current, updated list of all of the assigned radios with
their respective alias, serial number and P25 ID. This will be used to verify that what we
have loaded in the Zone Controllers for each county or agency is indeed correct
compared with the end user’s record along with providing us with a scorecard to move
forward with during second touch planning. We need to have this in hand no later than
the COB on Friday 30 January, 2015. Any delay in receiving this information will result
in second touch programming being delayed in the respective counties or agencies that
have not provided an updated list.



