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Executive Summary 

The North Carolina Alcohol Law Enforcement Division is a state-wide law enforcement agency that provides essential services to the citizens of North Carolina on a daily basis.  In times of natural or man-made emergency the first of the two identified essential function of the ALE Division is delineated by NCGS 18B-500 (b), which reads in pertinent part:  “…an agent may perform any law-enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor.”  The second essential function is the receipt of and issuance of Amber Alerts.  ALE is required to perform these essential functions regardless of whether the division headquarters or district offices are habitable or not.  To assure continuity of operations, ALE has developed a Continuity of Operations Plan (COOP).  This document sets out the processes and procedures for management and front line employees to follow in the event that the division headquarters and/or one or more district offices are uninhabitable.  This plan contains the following components:

· Essential functions of the division
· Delegation of Authority

· Order of Succession

· Alternative operating facilities

· Interoperable communication

· Vital records

· Human Capital

· Testing, training and exercises

· Devolution of control and direction

· Reconstitution
This plan serves as a guide for all ALE Division employees in the event of a natural disaster, man-made disaster or other significant event that renders the normal working environment uninhabitable.  The plan is designed to provide a seamless transfer of operations and is also designed to allow this transfer to be imperceptible to CCPS Senior Management, ALE field personnel, and the citizens of North Carolina. 
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INTRODUCTION TO THE ALE DIVISION CONTINUITY OF OPERATIONS PLAN  
The purpose of this document is to set out the Continuity of Operations Policy for the North Carolina Alcohol Law Enforcement Division.  This plan incorporates ALE’s disaster response plan and the newly created continuation of operations plan that will take effect if the ALE Division Headquarters or one or more ALE District offices are uninhabitable.  Members of the ALE Division will be governed by ALE Directive 3.07, which incorporates the policies and procedures relating to continuity of operations that are set out in this document.   A copy of this directive is appended. 
The ALE Division has many diverse functions and performs numerous services for the citizens of the State of North Carolina, including but not limited to:  enforcement and regulation of the ABC Laws and ABC Commission Administrative Rules; enforcement of the youth access to tobacco laws; enforcement of the Lottery Laws and Administrative Rules; enforcement of the controlled substances act; responding to disasters/emergencies, performing law enforcement duties as assigned by the Secretary of Crime Control and Public Safety or the Governor; licensing and regulation of Boxing; licensing and regulation of Charitable Bingo; operating the NC Center for Missing Persons and administering the NC Amber Alert System.  While all of these services are important to the citizens of the State of North Carolina, during an emergency or disaster, most of these functions will take a back seat to the statutory duty of performing any law enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor.  Operating the Amber Alert System is also a function that cannot be sidelined.  

This plan takes into account several scenarios.  The first is a man-made or natural disaster that requires the deployment of most or all of the sworn members of the ALE Division.  If the disaster/emergency is significant enough, most of the routine duties of the ALE Division will be temporarily suspended and resources directed toward the emergency/disaster.  Secondly, smaller scale emergencies or disasters that will affect only a small portion of the ALE Division.  Third, the plan deals with pandemic influenza or other similar deadly communicable diseases and lastly, situations that render the ALE Division Headquarters or an ALE District Office inhabitable.  Under all of these scenarios continuity of operations is essential, but dependent on the situation, these operations will be at different levels.  
Activation
The COOP Plan shall be activated by the ALE Division Director or his/her designee in the event that the ALE Division Headquarters and/or one or more district offices are rendered uninhabitable or circumstances prevent ready access to one or more of these offices.  

In the event that the COOP plan is activated, the Director, ALE Division Duty Agent or the Director’s designee shall immediately notify the Secretary of the Department of Crime Control and Public Safety or the Deputy Secretary for Public Safety of the activation, the reason(s) for activation and the location to which the headquarters and/or district office are relocated.  

In an event where an individual district office becomes uninhabitable, the District Supervisor or the District Duty Agent shall notify the Director or the ALE Division Duty Agent immediately.

In the event that the COOP Plan is activated due to the Division Headquarters or a district office becoming uninhabitable, the Director, ALE Division Duty Agent or Director’s Designee shall notify District Supervisors or District Duty Agents, who shall notify on-duty personnel or those subject to call to active duty that the COOP Plan is in effect, which offices are affected and the location(s) to which the offices have been moved.  

COOP Planning Objectives 
The specific objectives of the ALE COOP plan are: 

•
To ensure the continuous performance of the ALE Division’s essential functions during an emergency. 

•
To ensure the continuous performance of routine functions if the ALE Division Headquarters or one or more of the ALE Divisions District Offices are uninhabitable.

· To ensure the safety and, in the event of pandemic influenza or other deadly communicable disease, health of ALE employees. 

•
To protect essential ALE Division equipment, records and other assets. 

•
To reduce, as much as is practical given the situation, disruptions to ALE operations. 

•
To achieve an orderly recovery from emergency operations. 

•
To identify relocation sites and ensure operational and managerial requirements are met before an emergency occurs.  
Elements of the ALE Division COOP Plan 
• 
Essential Functions 

• 
Delegations of Authority 

• 
Orders of Succession 

• 
Alternate Facilities 

• 
Interoperable Communications 

• 
Vital Records 

• 
Human Capital Management 

• 
Tests, Training and Exercises 

• 
Devolution 

• 
Reconstitution  
Steps taken to develop the ALE Division COOP Plan
ALE Division COOP TEAM:

•
COOP Coordinator:  

Deputy Director William C. Chandler 

•
ALE Division COOP Team: 


Director M.D. Robertson


Deputy Director William C. Chandler

Deputy Director for Operations:  

Assistant Supervisor Kelton W. Brown


Administrative Assistant II Pamela N. Adams
ALCOHOL LAW ENFORCEMENT DIVISION COOP PLAN
The following ten sections constitute the elements of the ALE Division COOP Plan.  These elements were developed using the worksheets provided.  These worksheets are included in the appendix.  As stated above, members of the ALE Division will be governed by ALE Directive 3.07, which includes the information set out below, in an alternate form.

Essential Functions 

While the ALE Division has many myriad functions, a critical analysis of these functions only produced two that were deemed essential under the criteria set out for delineating a function as essential.  

Performance of any Law-enforcement Duty Assigned by the Secretary of Crime Control or the Governor

The first is the performance of any law enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor.  This function is typically exercised during natural or man-made emergencies or disasters or the advent of pandemic influenza or other deadly communicable disease.  The authority for the ALE Division to perform this function is set out in North Carolina General Statute 18B-500, which reads in pertinent part:
Subject Matter Jurisdiction. – After taking the oath prescribed for a peace officer, an alcohol law‑enforcement agent shall have authority to arrest and take other investigatory and enforcement actions for any criminal offense. The primary responsibility of an agent shall be enforcement of the ABC laws, lottery laws, and Article 5 of Chapter 90 (The Controlled Substances Act); however, an agent may perform any law‑enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor. (emphasis added).
Historically, this duty has run concurrent with the ALE Division’s membership in the State Emergency Response Team (SERT). Through this statute, ALE Agents are assigned to supplement local law enforcement during times of disaster or given the statutory authority and training of ALE Agents, to completely take over law enforcement duties in a town, city or county.  During a time of emergency/disaster, this function has taken precedence over all the other duties assigned to the ALE Division; therefore it is the reason why it is the only “essential” law enforcement function.
Amber Alert System
The North Carolina Center for Missing Persons, which is responsible for administration of the Amber Alert System in North Carolina resides in the ALE Division.  The statutory authority for his essential function is North Carolina General Statute 143B‑499.7, which states in pertinent part:


North Carolina AMBER Alert System established.

(a)       There is established within the North Carolina Center for Missing Persons the AMBER Alert System. The purpose of AMBER Alert is to provide a statewide system for the rapid dissemination of information regarding abducted children.

As children may be abducted or become missing and endangered at any time of the day or night or any day of the week, the Amber Alert System has to operate around the clock.  To facilitate this, a member of the Center for Missing Persons staff or a member of the ALE Division Headquarters Staff is on-call to evaluate and issue Amber Alerts twenty-four hours a day, seven days a week.  
This function is required to operate regardless of whether other disasters/emergencies exist, so it is obviously an essential function.

Priority of the ALE Division Essential Functions:

Given the diverse nature of the two identified essential functions, neither can be seen as taking precedence over the other.  They have to operate independently of one another and, depending on the circumstances, could operate simultaneously.  
Essential Employees

All sworn members of the ALE Division are designated as essential employees.  Any and all sworn members are subject to call and assignment as is necessary to support the essential function of performing any law enforcement function designated by the Secretary or the Governor.  As for the essential function of receiving and issuing Amber Alerts, the on-call employee of the Center for Missing Persons is designated as essential, but may remain at his/her residence or other location where they can receive calls and issue an Amber Alert.  If the on-call person from the Center for Missing Persons is unable to carry out their duties, this task shall devolve to the ALE Division Duty Agent or sworn member assigned as the ALE Division representative to the State Emergency Operations Center.  
Delegation of Authority
The Director of the North Carolina Alcohol Law Enforcement Division has authority and operational control of all the functions of the ALE Division.  The Director has chosen to delegate to subordinates the day to day administrative control of certain functions; however, the Director retains responsibility for these essential functions.  The specific delegations or authority for the identified essential functions are as set out below.

Performance of any Law-enforcement Duty Assigned by the Secretary of Crime Control or the Governor
Typically the Deputy Director for Operations is delegated authority to manage the field operations of the ALE Division, specifically those related to enforcement duties.  ALE Directive 1.01 (Organizational Structure) establishes the position of ALE Duty Agent.  The member designated as the ALE Division Duty Agent has the authority to act for the Director and to commit ALE Division forces during non-office hours.  
At the Division Level, the Duty Agent assignment is rotated between the Deputy and Assistant Directors.  ALE Directive 3.07 (Unusual Occurrences and Continuation of Operations) delegates the authority to manage the ALE Division’s requested response to an emergency/disaster to the State Duty Agent.  This member will personally, or through delegation,  take operational control of the ALE effort and set up operational headquarters at the State EOC or at the ALE Division Headquarters, depending on the nature of the occurrence.  
 At the District Level this duty is rotated between the District Supervisor, the Assistant Supervisor and occasionally a senior ALE Agent.  In the event of an emergency/disaster and where ALE forces have been committed, the ALE District Supervisor or Duty Agent in the affected area is designated as the on-scene commander.  This position is responsible for deployment of ALE resources and for assuring that ALE personnel are properly equipped and cared for.  The District Supervisor or Duty Agent shall report to the State Duty Agent or his/her designee for purposes of the emergency/disaster operation.  
Amber Alert
Typically the Supervisor of the North Carolina Center for Missing Persons (CMP) is responsible for the Amber Alert System.  During non-office hours, the on-call responsibility for receiving, evaluating and issuing Amber Alerts is shared by the CMP Supervisor, the Missing Persons Specialist or member of the ALE Division Headquarters Staff that has been trained and assigned this duty.
While the authority for issuance of an Amber Alert has been delegated, it is the responsibility of the on-call person to notify the ALE State Duty Agent, who shall notify the Director, if necessary.  
Order of Succession
The Director of the ALE Division is in operational control of all functions of the Division.  In the event the Director is unavailable, he/she appoints one of the three Deputy Directors to act in his/her place; however, each Deputy Director normally retains operational control of his/her section.  As stated above, during non-office hours the ALE State Duty Agent is delegated the authority to act and commit ALE forces and resources.  If the Director is absent for a longer period of time, the Secretary of the Department of Crime Control and Public Safety will appoint an acting Director.  
At the District Level, the District Supervisor is in operational control of the district. In the event the Supervisor is unavailable, the operational control falls to the Assistant Supervisor.  In the event that both supervisors are unavailable for a short period of time, the Supervisor may appoint a senior agent to be in charge of the District.  In the event the supervisors are unavailable for an extended period of time, the Director or Deputy Director for Operations shall appoint an acting supervisor.  This may be a Supervisor, Assistant Supervisor from another district or a senior agent from the affected district or another district.  

Alternate Facilities
ALTERNATE FACILITIES

If during a natural or man-made disaster the Division or a District office becomes uninhabitable, the essential functions shall continue to be managed from alternate facilities as set out below:
ALE Division Headquarters Offices:  If as the result of a natural or manmade disaster or some other emergency, the ALE Division Headquarters becomes uninhabitable the Director or State Duty Agent may take the following steps to assure continuation of operations.

If the reason for the uninhability of the Headquarters is temporary and believed to be for a short period of time, personnel may be allowed to forward telephones and work from home.

If there is some type of emergency occurring at the same time, the State Emergency Response Team has been activated, along with the Emergency Operations Center and the unavailability of the ALE Division Headquarters is believed to be short lived, the Director may authorize the State Duty Agent to move operations to the EOC and allow other personnel to work from their residences.

In the event of pandemic influenza or other deadly communicable disease, in order to protect ALE Division employees and members of the general public, the Director may be authorized ALE Division employees to telecommute from their residences in compliance with the Department of Crime Control and Public Safety Telecommuting Policy, State Personnel Commission Policies and/or an Executive Order issued by the Governor.  

All sworn ALE Division Employees are designated as mandatory life and safety related employees who still would be required to work under these conditions.
If the period of uninhability of the ALE Division Headquarters is to be for an extended period of time, the Director or his designee may temporarily move the essential operations to an ALE District Office.  The following offices are designated as alternate sites:

Raleigh, District IV.  This site shall be utilized if the Headquarters is uninhabitable and the reason for the uninhability does not extend to the Raleigh District Office.  This District Office shall be designated as the primary alternate site for relocation of ALE Headquarters.

Fayetteville, District V.  This site shall be utilized if the Headquarters and the Raleigh District IV offices are uninhabitable. This District Office shall be designated as the secondary alternate site for relocation of ALE Headquarters.

Greensboro, District VI.  This site shall be utilized if the aforementioned offices are not inhabitable.  This District Office shall be designated as the tertiary alternate site for relocation of ALE Headquarters.

Asheville, District IX. In the event that the unusual occurrence causing the uninhabitability of ALE Headquarters shall encompass the eastern half of the state, rendering all the aforementioned offices uninhabitable, ALE Division Operations may be transferred to Asheville, District IX.  

During periods where pandemic influenza or other deadly communicable diseases are prevalent, the Director may order the headquarters and district offices closed and allow employees to work from their residences utilizing established telecommuting policies, procedures and processes, keeping in mind that all sworn ALE Division employees are designated as "mandatory" life and safety related employees who still would be required to work under these conditions.
ALE Division District Offices:  If as the result of a natural or manmade disaster or some other emergency, an ALE Division District Office becomes uninhabitable the District Supervisor, District Duty Agent or other agent designated by the Director or his designee may take the following steps to assure continuation of operations.

If the reason for the uninhability of the District Office is temporary and believed to be for a short period of time, supervisory and support personnel may be allowed to forward telephones and work from home.
If the period of uninhability of the ALE District Office is to be for an extended period of time, the Director or his designee may authorize the temporary closing of the District Office, with reallocation of personnel to contiguous districts.  The Director or his designee may authorize the temporary relocation of the District Office to the nearest District Office which is unaffected by the unusual occurrence.  This process may also be utilized during the time of a pandemic influenza or other deadly communicable disease outbreak.
To facilitate the orderly transfer of operations from one district office to another or the temporary closing of a district office, both the Supervisor and Assistant Supervisor shall be issued a cellular telephone to facilitate ALE Operations.  
Performance of the Amber Alert Function.

Fulfilling the statutory requirements of receiving, evaluating and issuing Amber Alerts is not dependent on a physical location.  Amber Alerts have been issued from the on-call employee’s residence and in one instance “on the side of the highway” by an on-call employee via cellular phone.  

In the event of the Center for Missing Persons Center offices become uninhabitable, the employees will work from their residences and handle Amber Alerts as they would during non-office hours.
The primary outlet for actual issuance of the Amber Alert is Troop C Communications for the State Highway Patrol.  The secondary location for issuance is the Division of Emergency Management’s Emergency Operations Center.

Interoperable Communications
Interoperable communications are those that provide the capability perform essential functions until normal operations can resume.  This includes communication with members of the ALE Division, the Department of Crime Control and Public Safety and other agencies and organizations with whom the ALE Division partners during times of emergency and/or disaster. 

In the ALE Division Headquarters is uninhabitable, as per this plan, the senior staff will move to one of several ALE District Offices.  All the District offices are equipped with multiple telephone lines, a fax line and data lines to facilitate internet, e-mail and DCI access.  

In the event of a declared emergency/disaster that requires activation of the State Emergency Response Team; and that renders the ALE Division Headquarters uninhabitable; and/or occurs during non-regular office hours, the ALE State Duty Agent will report to the State EOC in the Division of Emergency Management and shall maintain operational control of the activities of the ALE Division from there.  If the EOC is uninhabitable, then the ALE Division will follow the Continuation of Operations Plan of the Division of Emergency Management and move to their alternate location.  The EOC is equipped with two telephone lines for the ALE Division’s use and a data line that allows internet and e-mail access.  The EOC also has a Nextel and VIPER bi-directional amplifier that will allow cellular calls, Nextel Direct Connect and 800 MHz communication.
An Amber Alert can be successfully issued with only one telephone line, although internet and fax services makes the issuance simpler and easier.  All the on-call personnel for Amber Alerts are issued a cellular telephone.  The Center for Missing Persons also has a Sprint wireless internet card for use in the issued laptop computers.

If an ALE District Office becomes uninhabitable, per the continuation of operations plan, the District Operations will move to another District Office, which would have the same or similar communications equipment as the office that was uninhabitable.  The District Supervisor and Assistant District Supervisor are issued cellular telephones which would allow communication from the field.  
Vital Records

Vital records are defined as those records, both paper and electronic which are critical to the performance of the essential functions identified in this plan.  To support the function of the performance of law enforcement duties assigned by the Secretary of Crime Control and Public Safety or the Governor, the following are identified as vital records:

Weekly activity reports (AL-4).  These reports are generated by each sworn member and delivered to the supervisor weekly.  These reports are vital to show the number of hours an agent has worked, when and where the agent worked and the overtime hours accumulated.

Time and Attendance Report.  This report details the hours an employee has worked and any leave time taken.  This report is complied from the AL-4 (Agent’s weekly activity report) in the District/Section and a master report is compiled in ALE HQ and sent to the Department of CCPS Payroll Section to facilitate employee pay.  This report is only generated monthly.
In the event of an emergency/disaster when one or more offices may be temporarily uninhabitable and/or large numbers of agents are deployed in support of the SERT mission, the above noted reports will be essential to assuring that members of the Division continue to receive their salaries.
All sworn members have laptop computers/mdt’s on which they complete their Al-4, weekly report.  If they have access to the internet, either through an ALE office or some public internet access, they have the ability to e-mail the reports to their respective district office.  If due to the nature of the emergency/disaster this is not possible, it will be the responsibility of the on-scene supervisor to collect the weekly reports on each Monday, or when the agents end their tour of duty for the week.  These reports will then be forwarded to the appropriate district for compilation into the monthly Time and Attendance Report.  

All records of the ALE Division, whether held at the District or Division level are subject to the ALE Division File Plan, which has been approved by the NC Department of Cultural Resources and is periodically updated.  In the event that records at the district level are destroyed, they can be recreated from copies at the NC ABC Commission (ALE Licensed Outlet Files); at the NC Education Lottery (Lottery Files); and ALE Headquarters, to which copies are sent for compilation into Division wide reports.  

In the event that the records at the ALE Division Headquarters are destroyed, these records can be recreated from:  electronic files, stored off site by CCPS IT and from the ALE District Offices across the state.  

As each sworn member is issued a computer and most reports are generated on computers, duplicates of many records are maintained on the hard drives of these computers and in the event that the master files are destroyed, those deemed vital to the operations of the ALE Division can be recreated from these records.  
The current Division File Plan is appended to this document.  This plan was completely revised in 2004 and is reviewed on an annual basis to determine if any changes are needed. This plan also includes disposition instructions for each file. All files are kept in upright lateral locking filing cabinets.  

In the event of a disaster, records could be duplicated by contacting the district offices.  The district offices maintain electronic and hard copies of these records. Critical to our needs would be the duplication of the current month’s data. 

Human Capital Management

The issue of human capital management deals with the training and cross training of employees to carry on the essential functions of the agency with limited staff.  Human capital also takes into account the health and welfare of ALE Division employees during times of pandemic influenza or other deadly communicable disease.  
In the management of the essential function of performing law enforcement duties assigned by the Secretary of Crime Control and Public Safety and the Governor, the Director, the two Deputy Directors, the three Assistant Directors, several District Supervisors and Assistant District Supervisors have been trained to carry on operations from the Emergency Operations Center.  Typically, the State Duty Agent will be in charge of support operations and will handle requests for assistance and deployments from the State EOC.  The State Duty Agent responsibility is rotated among the senior staff for a seven day period.  The other senior staff members are available to fill in when needed.  
As soon as practical after an event has occurred that requires activation of the COOP Plan, managers and supervisors are to attempt to contact all their subordinates to notify them of the activation of the COOP Plan and to check on the welfare of the employee.  During periods of pandemic influenza or other deadly communicable disease and in accord with CCPS Telecommuting Policies, State Personnel Policies or Executive Order by the Governor, the Director may authorize ALE employees, both sworn and non-sworn, to remain at their residences and telecommute or perform such other duties as the Director deems appropriate.  
The ALE Division utilizes a team approach to staffing this function at the field level. These assignments are set out in ALE Directive 3.07, which is copied below.  

EMERGENCY MOBILIZATION, ORDER OF SUCCESSION AND DELEGATION OF AUTHORITY PROCEDURES FOR NATURAL/MANMADE DISASTERS

 
1. The Director, DDO, or State Duty Agent may place agents of the Division on Signal 11 status, enabling them to prepare their belongings and make arrangements for family obligations prior to departure.  From a Signal 11 status, agents can be moved to deployment status, in which case agents would have four (4) hours to be en route to the assembly areas designated by the Field AIC. 
 
2. ALE Agents may be deployed to disaster scenes for duty in three (3) ways: 

 
a.       Specific teams;
 b.      Regional teams; or
 
c.       Districts
 
3.  For purposes of this directive, the state shall be divided into three (3) regions: 

 
a.       Eastern (Districts I,II,III);
b.      Central (Districts IV, V, VI, may include ALE HQ); and
 
c.       Western (Districts VII, VII, IX) 
 
4. All agents shall be divided into four (4) teams: 

 
a.       Team A;
b.      Team B;
 
c.       Team C; and
 
d.      Team D.
 
5. Regions and teams are permanently assigned so all agents should know to which team they are assigned.  Team assignments are to be used in long-term operations when personnel from the entire state are deployed.  New or transferred agents shall be assigned to a team upon initial assignment to a district. 

 
6. When a disaster occurs that is specific to a discrete area and the deployment appears to be for a short period of time, the State AIC will deploy agents based on district, deploying local agents first and then agents from adjoining districts.  If local agents are affected by the disaster, they should be relieved of responsibility for responding to deployments and the next closest district shall become the primary district and first to be deployed.  When a disaster occurs that is widespread or the deployment is expected to be long-term, the State AIC will deploy agents based on teams, either statewide or regional. 

 
7. If the situation is limited in size, the State AIC will deploy those agents assigned to a specific team (A, B, C, or D) by region. If necessary, depending upon the unusual occurrence, in rotating order, two (2) teams will be deployed (one for day and one for night shifts) for a maximum of four (4) days of twelve (12) hour shifts.  Following that time period, the other two (2) teams shall relieve the first teams. 

 
8. Agents should prepare adequate provisions of clothing, food, and water for a four (4) day deployment.  Any equipment that would be of use by an agent during an unusual event (basically all issued equipment) shall be considered vital equipment and maintained in the assigned vehicle or in a location readily accessible to the agent so as to allow the agent to collect the equipment and depart for their assignment as required.   Division personnel should utilize their ALE-issued vehicles to travel to the designated area.  Mileage and other expenses should be documented for reimbursement purposes. 

 
9. Agents should utilize cell phones, ALE-issued radios, or communications equipment from local agencies to facilitate communication during deployment to disaster areas.  All ALE personnel who have an issued 800mzh radio shall have the radio in their assigned vehicle or possession when placed on Signal 11.

10.
The District Supervisor or other agent in the affected area shall be designated as the Agent In Charge (AIC) of the detail.  This AIC shall be responsible for directing ALE Division activities in the affected area, subject to direction by the Director or the ALE Division Duty Agent.  This person shall also be responsible for securing proper lodging, food and other items/equipment necessary for proper performance of assigned duties. In the event of a natural or man-made disaster which has caused the activation of the State Emergency Response Team (SERT), the AIC shall coordinate the provision of lodging, food and other supplies with the local Emergency Management Coordinator; however, it shall be the AIC’s responsibility to assure that ALE Agents deployed are properly equipped and cared for.
 
10. All expenses incurred during assistance with disaster relief should be maintained and expense reports should be filed.  The District Supervisor of the affected agent(s) is responsible to identify the CCPS-51 (Expense Reimbursement) as being related to a particular unusual occurrence, so as to facilitate outside reimbursement, if such reimbursement becomes available.  
 
11. Once the services of the Division are no longer necessary, agents should be debriefed, including pros and cons of Division action and recommendations to enhance agency proficiency.  A written report of the incident shall be forwarded to the District Supervisor within forty-eight (48) hours and to Headquarters within 72 hours. 
 
In the management of the essential function of Amber Alert, the two employees of the NC Center for Missing Persons and all the members of the ALE senior staff (who rotate as the ALE Division State Duty Agent) are trained to receive, evaluate and issue Amber Alerts.  During non-office hours and/or during emergencies/disasters, one of these seven persons will maintain on-call status for Amber Alerts. 

When the event causing the COOP Plan to be activated has passed, all ALE personnel shall be notified that the event is over and when and where they are to report to carry out their normal duties.  It shall be the duty of the ALE Division Duty Agent to notify the Director and other division managers.  These managers shall be responsible for notification of their subordinates.

After Action Review
When the event causing the COOP Plan to be activated has passed, the COOP Team Leader shall prepare an after action review. This review shall seek input from employees involved in the incident or employees that were displaced.  It shall include recommendations for improvement to the COOP Plan.
Tests, Training and Exercises

The ALE Division will introduce and train new Agents on the ALE COOP plan during each ALE Basic School.  This instruction will be included in the subject matter within the ALE Policy and Procedures block of instruction.  This will afford new agents with an awareness level of training. The new agents will be tested to evaluate comprehension and to ensure they have a clear understanding and adequate working knowledge of the Division COOP Plan.
The Division will introduce and train each current member on the COOP Plan during annual in-service training. This training will be included during instruction on Policy and Procedure updates and changes.  Each Division member will be provided with a copy of the COOP Policy.  Each Division member will be tested to evaluate comprehension and to ensure they have a clear understanding and adequate working knowledge of the Division COOP Plan. 

Testing of the overall effectiveness of this plan will be done on a routine schedule.   Training of all Team Members of their responsibilities will be conducted upon final approval of the plan.  The ALE Division CCOP Coordinator will identify any new or additional COOP Team Members that may require training once the initial training is conducted.
Once the ALE Division COOP Team Members have been introduced and trained on their responsibilities, each member will schedule and provide routine testing of procedures within their respective area of responsibility.  These testing procedures will include, but are not limited to:
· Quarterly testing of alert, notification and activation procedures

· Semi-annual testing of plans for recovery of vital records and critical informational systems, services and data

· Quarterly testing of communications capabilities

· Annual testing of primary and backup infrastructure systems and services at alternate operating facilities.

In addition to these training procedures, ALE Senior Staff and COOP Team Members will schedule and perform exercise to test and evaluate the effectiveness of the overall Division COOP Plan. This testing will include simulated events that hinder, impair or destroy certain elements within the division.  The event may affect one or more of the Division’s vital section. At the conclusion of each training exercise, ALE Senior Staff and COOP Team Members will evaluate the effectiveness of the plan and make any recommendations for change(s) to the COOP Coordinator.  These exercises will be coordinated and conducted at the discretion of the COOP Coordinator.  
Devolution 

Devolution involves the transfer of statutory authority and responsibility for essential functions from the agency’s primary operating staff and facilities to other employees and facilities.  As set out in other sections of this plan, the authority to manage the division and its operations is vested in the Director.  If the Director is not available, he/she shall designate one of the Deputy Directors to take operational command of the operations of the ALE Division.  If the Director is not able to designate a successor, this duty shall fall to the ALE Division Duty Agent until such time as the Secretary or Deputy Secretary appoints an interim or temporary Director.  
Reconstitution 
Reconstitution involves the plan to resume normal business operations after the emergency/disaster is over and not likely to resume.  Reconstitution would be required in the event that the ALE Division Headquarters or one or more ALE District Offices had to be abandoned due to an emergency/disaster.  

To facilitate the orderly reconstitution of operations, a reconstitution (damage survey) team has to be appointed.  This team will consist of the following positions at the ALE Division Headquarters level:


Director

Deputy Director for Administration (Reconstitution Manager)
Administrative Assistant to the Director

Assistant Supervisor Research and Planning 

Asset Procurement

In the event the ALE Division Headquarters is abandoned for a period of time, it will be the responsibility of the NC Department of Administration, Division of Facility Management to determine when the offices are safe to enter.  Once the building is deemed safe to enter, the reconstitution team will enter the offices and survey the damage (if any).  The team shall examine the offices and make notes of what records; equipment and other items must be reconstituted or replaced.  The following positions are responsible for these specific tasks involving reconstitution.


Director – Oversight of the reconstitution

Deputy Director for Administration – Direct management of the reconstitution.  Liaison with Division of Facility Management, CCPS IT, and CCPS Fiscal Section to secure permission to enter, availability of electronic records and financial resources to recreate the offices to their pre disaster condition.

Administrative Assistant to the Director

Assistant Supervisor – Research and Planning – These positions are responsible for assessing condition of and damage to the records of the ALE Division and for reconstitution of those records that are deemed vital for the continued operation of the ALE Division.

Additionally, the Assistant Supervisor for Research and Planning, who is also the IT Representative shall also be responsible for assessing the computer-related equipment and, with the assistance of the Division of Facility Management and the CCPS IT Section, restoring computer function and access to records.

Asset Procurement Position – Responsible for overseeing inventory of equipment, supplies and furnishings and for determining what has to be replaced.  This position shall be responsible for placing orders, subject to available funding, to replace needed items.
At the District Level, the reconstitution team shall consist of the following positions:


District Supervisor – Reconstitution Manager


Assistant Supervisor


Office Assistant IV

The District Supervisor is responsible for securing authority to enter the offices from the proper governing officials, if necessary.  Once this permission is secured, the team shall enter the premises and survey the damage to records, equipment and furnishings.  The District Supervisor may request assistance from Headquarters personnel to assist in the assessment of specific damage if necessary.  At the end of the initial assessment, a decision will be made as to whether the office can be reconstituted at the current location or whether it has to be moved.  If the office has to be moved, the Supervisor shall confer with the Deputy Director for Administration, who shall contact personnel in the CCPS Fiscal Section and the NC State Property Office to begin the relocation process.

The Supervisor shall conduct and inventory of assets as soon as practical and forward to the Deputy Director for Administration this inventory with a list of equipment which must be replaced.  
It is the responsibility of the appropriate ALE Division Duty Agent or ALE District Duty Agent to notify personnel when they are able to return to work at their normally designated facilities. At the Division Level, the Director or State Duty Agent will contact each section head when it is safe for employees to return.  These section heads shall, in turn, notify their subordinates.  
APPENDICES 

To support the Alcohol Law Enforcement Division Continuation of Operations Plan, the following documents used in the creation, or in support, of the plan are appended to the document.


Worksheets, used to develop the plan


Organizational Chart


ALE Directives:

1.01 Organizational Structure

1.02 Geographic Boundaries
3.07 Unusual Occurrences and Continuation of Operations 
ALE Division File Plan (2004 Edition)
WORKSHEET #1: COOP COORDINATOR SELECTION 

The COOP team is led by an appointed COOP Coordinator within the agency. Information on the current COOP coordinator is as follows. 

	COOP Leader Selection Documentation 

	Name 

 
	William C. Chandler, Ph.D.
Deputy Director – Administration 

	Date appointed as COOP coordinator 

 
	 August 14, 2006

	Full-time or part-time position? 

 
	 Part-Time 

	If part-time, state normal position held and percentage of time to be devoted to COOP activities 

 
	 Deputy Director for Administration.  
Time devoted to COCP Activities:  As needed.

	Person to whom COOP Coordinator reports 

 
	 M.D. Robertson, Director 

	Brief professional background details 

 
	 N/A

	Normal contact details (work phone, email) 

 
	 ALE HQ (919) 733-4060
Fax (919) 733-8002

Direct Line (919) 715-2588

bchandler@ncale.org

	Emergency contact (home, cell, pager numbers) 

 
	 Home: (919) 387-3328
Cell: (919) 625-0927

Cell (919) 244-5423

Cell (919) 218-1086

wccalc@bellsouth.net
wcchandler@nextel.blackberry.net

	Completed by: 

Name   W.C. Chandler
	Date:  08/18/2006

	Reviewed by: 

Name    M.D. Robertson
	Date:  08/28/06


WORKSHEET #2: COOP TEAM MEMBERS

	COOP Team Members 

	Name 
	Job Title and Department within Agency 
	Date of Appointment 

	 W.C. Chandler
	 Deputy Director – Administration
	08/14/2006

	Individual responsibilities within project team: Team leader, development and submission of the COOP Plan.

	Name 
	Job Title and Department within Agency 
	Date of Appointment 

	Kelton   Brown
	 Assistant Supervisor – Research and Planning 
	08/18/2006

	

	
	
	

	
	
	

	

	Name 
	Job Title and Department within Agency 
	Date of Appointment 

	Vacant
	Deputy Director for Operations
	 08/18/2006

	Individual responsibilities within project team: Represent Operations 
 

	Name 
	Job Title and Department within Agency 
	Date of Appointment 

	
	
	

	Individual responsibilities within project team: Represent Professional Standards, Bingo, Boxing, Missing Persons and Amber Alert.
 

	Completed by: 

Name   William C. Chandler
	Date:  08/18/2006

	Reviewed by: 

Name   M.D. Robertson
	Date:  08/28/2006


ALE Division AREAS OF RESPONSIBILITY 
	Number 
	Areas of Responsibility 

	1 
	Enforcement of ABC Laws/ABC Commission Rules

	2 
	Assure Responsible Sales/Service of Alcoholic Beverages

	3 
	Enforce Youth Access to Tobacco

	4 
	Enforce Lottery Laws/Administrative Ruled

	5 
	Investigate ABC Commission Permit Applications

	6 
	Investigate Lottery Commission Permit Applications

	7 
	Enforce NC Controlled Substances Act 

	8 
	Perform Law Enforcement Duties assigned by the Governor or Secretary of Crime Control and Public Safety

	9 
	Administer Bingo Laws/Rules.  License Charitable Bingo

	10 
	License Boxing Industry Members.  Enforce Boxing Administrative Rules

	11 
	Operate NC Center for Missing Persons

	12 
	Operate NC Amber Alert System

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


CRITERIA FOR SELECTING ESSENTIAL FUNCTIONS 
	 Number 
	Criteria 

	1 
	A function that must be performed as the event occurs and cannot wait.

	2 
	A function that cannot be suspended for a period of two weeks without causing irreparable damage or harm to the Citizens of North Carolina.

	3 
	A function whose performance by a specific time/date is not governed by NC General Statute.  

	4 
	The function supports normal emergency response activities as planned by the NC Division of Emergency Management as the ALE Division is a member of the State Emergency Response Team.  

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 

	
	 


FUNCTIONS PERFORMED FOR  ESSENTIAL AREAS OF RESPONSIBILITY 
Essential Area of Responsibility: Perform Law Enforcement Duties as Assigned by the Secretary Of Crime Control and Public Safety or the Governor ____________
	Number 
	Functions Performed 
	Brief Description 
	Essential? Y/N 

	1 
	Law Enforcement Duties at Disaster/Emergency Scene(s)
	Assist local law enforcement agencies maintain order during emergency.
	Yes

	2 
	 
	Perform General Law Enforcement Duties if local law enforcement is unavailable.
	 Yes

	3 
	 
	 Provide security duties as assigned
	 Yes

	4 
	 
	Monitor the sale of Alcoholic Beverages if such sales are ordered ceased during the state of emergency
	Yes

	
	 
	
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	
	
	 


FUNCTIONS PERFORMED BY ESSENTIAL AREAS OF RESPONSIBILITY 
Area of Responsibility: Administer the Amber Alert System_____________________
	Number 
	Functions Performed 
	Brief Description 
	Essential? Y/N 

	1 
	 Receive request(s) to issue Amber Alert(s)
	Receive call, collect information, apply statutory criteria, make decision to deny or issue Amber Alert
	Yes

	2 
	 Issue Amber Alert(s)
	Contact SHP Troop C and have them activate the Emergency Notification Network.  Fax/e-mail the text for the alert to SHP or EM EOC if SHP location is down.
	 

	3 
	 
	Give requesting agency the DCI code to activate the DCI Amber Alert notification screen to notify all law enforcement statewide or by area as needed.
	Yes

	4 
	 
	Contact ALE Division Duty Agent and brief.
	 Yes

	5 
	 
	Contact CCPS Public Affairs Office and brief on-duty PIO.
	 Yes

	6 
	 
	Monitor the conduct of the activation/broadcast
	 Yes

	7 
	 
	Maintain contact with requesting agency
	 Yes

	8 
	Cancel Amber Alert
	Receive information from requesting agency
	Yes

	9 
	 
	Notify SHP or EM to activate the Emergency Alert System to cancel the alert.
	 Yes

	10 
	 
	Notify ALE Division Duty Agent.
	 Yes

	11 
	 
	Notify CCPS Public Affairs.
	 Yes

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 

	
	 
	 
	 


ESSENTIAL FUNCTION QUESTIONNAIRE 
	Essential Function Questionnaire 

	

	 

	Area of Responsibility: Perform any Law Enforcement Function assigned by the Secretary of Crime Control and Public Safety

	 

	Function: Same as Above 

	 

	Services this function provides:  Maintains the safety and security of the Citizens of North Carolina.

	 

	 

	 

	Other agency functions and other agencies that depend upon this function: NC Division of Emergency Management and any affected local/state agency in the disaster/emergency area.

	 

	 

	

	 

	1. The loss of this function would have the following effect on the agency: 

	 

	 Catastrophic effect on the agency or some divisions   Depends on type of emergency/disaster

	 Catastrophic effect on one division 

	 Moderate effect on the agency 

	 Moderate effect on some divisions 

	 Minor effect on the agency or some divisions 

	 

	2. How long can this agency function continue without its usual operation of information systems and telecommunications support? Assume that loss of support occurs during your busiest, or peak, period. Check one only. 

	 

	Check 
 Period of Time 
 Check 
 Period of Time 
 Check 
 Period of Time 
 Hours 

 Up to 3 days 

 Up to 3 weeks 

 Up to 1 day 

 Up to 1 week 

 Up to 4 weeks 

 Up to 2 days 

 Up to 2 weeks 

 Other (specify) 

 

	Indicate the peak time(s) of year and/or a peak day(s) of the week and/or peak time of the day, if any, for this function or its associated applications. 

	 

	None, as it depends upon a disaster/emergency being declared and the assistance of the ALE Division 

	Being requested.

	

	

	 

	 


	3. Are there any other peak load or stress considerations?  No

	 

	 

	 

	4. Have you developed/established any backup procedures (manual or otherwise) to be employed to continue agency functions in the event that the associated applications are not available?  Consider how much data you can afford to lose. Consider data and/or applications on hard drives, CD-ROMs, floppy drives, Zip drives, as well as paper data. 

	Senior managers have lap top computers and maintain some essential files on the hard drives of these

	Computers. The CCPS Information Management Section maintains off-site backups of essential 

	Electronic files.  ABC Commission maintains copies of ABC outlet files. Lottery maintains copies of files.

	If yes, how often have those procedures been tested?  Never

	 

	 

	5. The loss of this function would have the following legal ramifications due to regulatory statutes, contractual agreements, or law: (Specify the area of exposure) No legal ramifications; however, it is not anticipated that this function will be lost, as there are sworn members stationed statewide to draw from.

	 

	 

	 

	6. The loss of this function would have the following negative impact on personnel in this agency: 

	 None, as it most probably would not be totally lost. 

	 

	 

	 

	7. The loss of this function would keep us from supplying the following services to the public and other entities: 

	 Law enforcement/security/public safety support of local, state or federal agencies.

	 

	 

	 

	8. Specify any other factors that are to be considered when evaluating the impact of the loss of the function: 

	 N/A

	 

	 

	9. Are there ANY other dependencies (partner, vendor, software, unique resources, etc.) not already identified above? 

	Fuel for vehicles, food and sleeping location support.

	 

	 

	10. Does an analysis of the responses to the above questions indicate that this function is still to be considered “essential” to the agency? If yes, indicate below when such label is appropriate: 

	 

	Always  ____Yes____ 

	During the following period of the year:  ________ 

	During the following time of the month:  ________ 

	During the following time of the week:  ________ 

	Other time period. Specify:  ________ 


ESSENTIAL FUNCTION QUESTIONNAIRE 
	Essential Function Questionnaire 

	Building on the results documented in Worksheet #11, the objective of this worksheet is to further evaluate essential agency functions and develop measures to minimize. If, at any point, the function is determined NOT to be essential, it is not necessary to complete the questionnaire for that function. 

	 

	Area of Responsibility: Administer the Amber Alert System

	 

	Function: Same as Above 

	 

	Services this function provides:  Alerts citizens to abducted and/or endangered missing children under

	The age of 17.

	 

	 

	Other agency functions and other agencies that depend upon this function: Local law enforcement 

	Agencies that make the Amber Alert activation request. 

	 

	

	 

	1. The loss of this function would have the following effect on the agency:  The inability to notify the public in a timely manner as to a missing/abducted child. 

	 

	 Catastrophic effect on the agency or some divisions   Could result in death of child.

	 Catastrophic effect on one division 

	 Moderate effect on the agency 

	 Moderate effect on some divisions 

	 Minor effect on the agency or some divisions 

	 

	2. How long can this agency function continue without its usual operation of information systems and telecommunications support? Assume that loss of support occurs during your busiest, or peak, period. Check one only. 

	It cannot continue without support of Emergency Alert and DCI Systems 

	Check 
 Period of Time 
 Check 
 Period of Time 
 Check 
 Period of Time 
 Hours 

 Up to 3 days 

 Up to 3 weeks 

 Up to 1 day 

 Up to 1 week 

 Up to 4 weeks 

 Up to 2 days 

 Up to 2 weeks 

 Other (specify) 

 

	Indicate the peak time(s) of year and/or a peak day(s) of the week and/or peak time of the day, if any, for this function or its associated applications. 

	 

	None, as it depends upon when a valid request is made. 

	

	

	

	 

	 


	3. Are there any other peak load or stress considerations?  No

	 

	 

	 

	4. Have you developed/established any backup procedures (manual or otherwise) to be employed to continue agency functions in the event that the associated applications are not available?  Yes, if SHP Troop C Communications Center is unavailable to initiate the alert, it can be performed by the Division of Emergency Management’s EOC.  The issuance of the Amber Alert up to the point where the EBS is activated may be performed by a trained employee from anywhere telephone service is available.

	

	

	

	If yes, how often have those procedures been tested?  Amber Alerts have been issued by personnel

	From their residences.  Amber Alerts have been issued by SHP and EM, so we know both systems work.

	 

	5. The loss of this function would have the following legal ramifications due to regulatory statutes, contractual agreements, or law: (Specify the area of exposure) No legal ramifications; however, it is not anticipated that this function will be lost, as there are eight people trained to evaluate and issue Amber.

	Alerts. 

	 

	 

	6. The loss of this function would have the following negative impact on personnel in this agency: 

	 None, as it most probably would not be totally lost. 

	 

	 

	 

	7. The loss of this function would keep us from supplying the following services to the public and other entities: 

	Notification that a child has been abducted or is missing and endangered.

	 

	 

	 

	8. Specify any other factors that are to be considered when evaluating the impact of the loss of the function: 

	 N/A

	 

	 

	9. Are there ANY other dependencies (partner, vendor, software, unique resources, etc.) not already identified above? 

	Local law enforcement agencies, media outlets, 

	 

	 

	10. Does an analysis of the responses to the above questions indicate that this function is still to be considered “essential” to the agency? If yes, indicate below when such label is appropriate: 

	 

	Always  ____Yes____ 

	During the following period of the year:  ________ 

	During the following time of the month:  ________ 

	

	


CRITICAL PROCESSES OR SERVICES, PERSONNEL, RECORDS, EQUIPMENT AND RESOURCES, AND SYSTEMS SUPPORTING EACH ESSENTIAL FUNCTION
Area of Responsibility: Perform any Law Enforcement Function assigned by the Secretary Of Crime Control and Public Safety or the Governor
Essential Function: ___As set out above_________________________________
	Activity/Task 
	Personnel 
	Records 
	Equipment and Resources 
	Systems 

	Evaluate request
	Director or Duty Agent
	N/A 
	Telephone, computer
	 Telephone, Computer

	Assign personnel
	Director or Duty Agent
	N/A
	Assigned law enforcement equipment
	Safety Net software, cell phone, pagers, radio

	Field deployment of personnel
	On Scene Supervisor
	N/A
	Sworn Personnel
	Cell phones, radios, MDT

	Perform assigned tasks
	Assigned personnel
	N/A
	All law enforcement equipment
	Pager, MDT, cell phone, 800 and low band radios.

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	
	
	
	
	

	
	
	
	
	

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


CRITICAL PROCESSES OR SERVICES, PERSONNEL, RECORDS, EQUIPMENT AND RESOURCES, AND SYSTEMS SUPPORTING EACH ESSENTIAL FUNCTION
Area of Responsibility: Activate Amber Alert System
Essential Function: ___As set out above_________________________________
	Activity/Task 
	Personnel 
	Records 
	Equipment and Resources 
	Systems 

	Receive request
	On call employee
	Amber Alert Request Forms
	Telephone
	Land line or cell phone

	Evaluate request
	On call employee
	
	Amber Alert Manual
	N/A

	Make Decision to Issue or Deny
	On call employee
	Amber Alert Request Forms
	Amber Alert Manual
	N/A

	Issue Alert
	On call employee
	Amber Alert Issuance Forms
	Telephone, fax, computer
	Land line or cell phone, fax, CCPS computer system, DCI Computer System, Comm-Labs EM Net Emergency Broadcast System

	 Notify ALE Duty Agent
	On call employee
	Amber Alert Log
	Telephone
	Land line or cell phone or e-mail

	Notify PIO
	On call Employee
	Amber Alert Log
	Telephone, fax, computer
	Land line or cell phone, e-mail, fax.

	Maintain contact with requesting agency
	On call employee
	Amber Alert Log
	Telephone
	Land line or cell phone

	Cancel Alert
	On call employee
	Amber Alert Log
	Telephone
	Land line or cell phone, EBS, DCI

	Notify ALE Duty Agent and PIO
	On call employee
	Amber Alert Log
	Telephone or e-mail
	Land line or cell phone, e-mail


Management, Technical and Supporting Personnel
Complete a separate worksheet for each essential function.  Complete this worksheet to identify, for each essential function, the senior management and technical positions (not persons by name) needed to lead the essential functions and the support positions necessary to carry it out.

Area of Responsibility:  Activate Amber Alert System
Essential Function:  As above___________________________________________

	Senior Management Positions/Roles
	Senior Technical Positions/Roles
	Support Personnel Positions/Roles Required
	Support Personnel Number

	Director or ALE Duty Agent
	N/A
	SHP or EM employee who activates EBS
	One

	N/A
	
	PIO/ Notify media
	One

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Management, Technical and Supporting Personnel

Complete a separate worksheet for each essential function.  Complete this worksheet to identify, for each essential function, the senior management and technical positions (not persons by name) needed to lead the essential functions and the support positions necessary to carry it out.

Area of Responsibility: Perform any Law Enforcement Function assigned by the Secretary Of Crime Control and Public Safety or the Governor 

Essential Function:  As above___________________________________________

	Senior Management Positions/Roles
	Senior Technical Positions/Roles
	Support Personnel Positions/Roles Required
	Support Personnel Number

	Director or State Duty Agent - Command
	N/A
	Field Supervisors – on scene management
	Depends upon nature of emergency/disaster

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


PRIORITIZED LISTING OF ESSENTIAL FUNCTIONS 

	Essential Functions 
	Priority  

	Perform any law enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor
	Critical

	Amber Alert System Activation
	Critical

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 


VITAL RECORDS  - Assigned Law Enforcement Duties During Disaster
Essential Function:  Perform any law enforcement duty assigned by the Secretary of Crime Control and Public Safety or the Governor 

	Critical Service or Process 
	Vital Record 
	Description 
	Form of Record 
	Type of Record 
	Time Critical? 

	Deployment of personnel
	Time and attendance
	Records time personnel actually work
	Paper
	Fiscal
	Yes

	Maintenance of personnel
	CCPS-51
	Expense reimbursement form
	Paper
	Fiscal 
	Yes

	Devolution
	Overtime hours
	Number of OT hours worked by employees
	Paper/Electronic
	Fiscal
	Yes

	Devolution
	Miscellaneous Expenses
	Division expenses
	Paper
	Fiscal
	Yes

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


 VITAL RECORDS  - Amber Alert
Using the information gathered in Worksheet #14, list those records that are necessary for the continued operation of critical processes or services for fourteen days.  Records can be in electronic or paper form.  Do not include records that may be useful but are not essential to performing the service.  Also indicate whether these records are time-critical – needed within 72 hours of an emergency. 

Essential Function:  Issue Amber Alert
	Critical Service or Process 
	Vital Record 
	Description 
	Form of Record 
	Type of Record 
	Time Critical? 

	Receive request
	Amber Alert Log
	Log of all activities
	Paper/electronic
	
	Yes

	Issue Alert
	AA Log, script
	Log of activities, script to be read on EBS
	Paper/electronic
	
	Yes



	Cancel Alert
	AA Log
	Enter into log why AA cancelled
	Paper/electronic
	
	Yes

	
	
	
	
	
	

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


 VITAL RECORDS PROTECTION METHODS
	Vital Record 
	Storage Location 
	Maintenance Frequency 
	Current Protection Method(s) 
	Recommendations for Additional Protection Method(s) (if necessary) 
 

	OT/Expense Records
	District Office/HQ
	As occurs/monthly
	Copies at district, HQ and Fiscal
	None

	Amber Alert Records
	Center for Missing Persons
	As occurs
	Copy filed in CMP
	Copy scanned and filed in CCPS IT Server

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


RESTORATION AND RECOVERY RESOURCES
Identify all record recovery and restoration resources, contact information and services available below. Include evening, holiday, and emergency/alternate contact information, as well as contact information for regular business hours. 

	Company Name 
	Contact Name 
	Address / Phone 
	Services 

	 CCPS IT
	Don Gillespie
	CCPS IT
	Recover from backup

	 ABC Commission
	Mike Herring
	Garner Rd. (919) 779-0700
	Copies of records.

	 ALE District Offices
	District OA-IV
	Various, across the state
	Copies of records

	 ALE HQ Staff
	 
	 
	Receive records from IT, ABCC, NCEL and District Offices.

	 
	 
	 
	Recreate records as needed

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 


 VITAL SYSTEMS, EQUIPMENT AND PRIORITY 

Using the information gathered in Worksheet #14, list those systems and equipment that are absolutely necessary for the continued operation of critical processes or services for fourteen days (i.e., computer, software, etc.).  Do not include systems or equipment that may be useful but are not essential to performing the service. 
	Critical Process or Service 
	Critical System or Equipment 
	Networks or Servers that Must be Operational in Order to Support the Critical System or Equipment 
	Priority
	Description 
	Type of System 

	 Amber Alert
 
	Laptop computer, fax, e-mail, internet, DCI
	 CCPS internal network or access to internet. DCI (NC Dept. of Justice)
	High
	 Use equipment to transmit alert
	IT

	 Law enforcement duties as assigned during emergency
 
	Agent’s issued equipment. Laptop computer/MDT. Low band radio, VIPER radio, cell phone
	 DCI, SHP for MDT, SHP for VIPER
	High
	Communications equipment
	Communication and information

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


This worksheet is from the Maryland Emergency Management Agency (MEMA) Continuity of Operations Planning Manual.
VITAL SYSTEMS AND EQUIPMENT PROTECTION METHODS 
ALE Agents shall be responsible for protection of their assigned equipment.  The other systems are administered by State Highway Patrol and Department of Justice.

DELEGATION OF AUTHORITY -- RULES, PROCEDURES AND LIMITATIONS 
Position Holding Authority: ___Director________________________________
CURRENT ORGANIZATION CHART 
(INSERT ORG CHART HERE)
ESSENTIAL FUNCTIONS AND KEY POSITIONS
With the information gathered in the previous six worksheets, identify key positions for each essential function in the agency. 

	Essential Function 
	Key Position 

	 Law enforcement duties as assigned during emergency
 
	ALE Division Director

	 Amber Alert
 
	Person assigned to on-call Amber Alert Duty (Rotating assignment)

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 


This worksheet is from the Maryland Emergency Management Agency (MEMA) Continuity of Operations Planning Manual. 
ORDERS OF SUCCESSION
List orders of succession to key positions essential to the agency’s COOP plan. Based on previous experience, whenever possible, agencies may choose to investigate options that enable key successors to be geographically dispersed, to ensure that succession to office can occur during any type of emergency. 

	Officials 
(Title) 
	Designated Successor(s) 
(Title) 
	Limitations/ 
Conditions 
	Responsibilities 

	 Director
	Deputy Director(s)
	Unavailability/Duty Agent during non-business hours
	Management of Division

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	
	
	
	

	
	
	
	


REQUIREMENTS FOR ALTERNATE WORK SITES
Area of Responsibility: Law Enforcement ______________
Essential Function: Performing Law Enforcement Duties as Assigned______
Example: Relocating a purchasing office from a central location to a field location, so that emergency purchasing can be accomplished 

	Number of Personnel 
	Human Needs (special) 
	Power 
	Communication 
	Space Requirements 

	 5
	N/A
	Yes
	Telephone, cell, data, fas, radios
	N/A – Offices have sufficient space

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	
	
	
	
	

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


TRANSPORTATION, LODGING, AND FOOD 
Area of Responsibility:__Performing law enforcement duties as assigned during disaster_______________________________________________
	No. of Personnel 
	Sleeping 
	Food 
	Transportation 
	Vendor Agreements 
	Support Services 

	 Varies
	½ at a time
	3 meals/day
	Issued Vehicles
	As occurs
	Meals, lodging, fuel

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 


SECURITY AND ACCESS 
Each essential function may need a different level of security (locks, locks and guards, secure perimeter fence and guards, etc.) and secure storage needs and availability information. List the alternate facility for each essential function (could be the same for several essential functions) and determine security needs for each. 

Area of Responsibility: Perform duties as assigned by Secretary of Crime Control and Public Safety or Governor  
Essential Function: __Same_____________________________________________
	Alternate Facility 
	Number of Personnel 
	Security Details 
	Secure Storage Needs and Availability 

	 District IV
	5
	N/A
	Any needs can be accommodated by secure evidence room

	 District V
	5
	N/A
	As above

	District VI
	5
	N/A
	As Above

	District IX
	5
	N/A
	As Above

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 


ALTERNATE WORK SITE OPTIONS 
This worksheet serves several purposes. Not only will it help identify a variety of alternate work sites, it may also be used to track memoranda of understanding (MOU), leases, occupancy and cooperative agreements, and contracts with other entities for facility use. 

Area of Responsibility: All Essential Functions _______________________ 
Essential Function: _ALL______________________________________________
	Facility 
	Agreement 
	Date Executed 
	Annual Cost 
	Special Notes 

	 District IV
	N/A
	N/A
	No extra
	

	District V
	N/A
	N/A
	No extra
	 

	District VI
	N/A
	N/A
	No extra
	 

	District IX
	N/A
	N/A
	No extra
	 

	
	
	
	
	

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


AGENCY ALTERNATE FACILITIES
	Alternate Facility 
	Serves as a Replacement for This Primary Facility 
	Street Address 
	Contact Information 
	Special Conditions or Circumstances 

	District IV
	Yes
	Poole Road Raleigh
	Jeff Lasater
	When HQ is uninhabitable 

	District V
	Yes
	Fayetteville
	Alan Fields
	When District IV is uninhabitable

	District VI
	Yes
	Greensboro
	Mike Yates 
	When District V is uninhabitable

	District IX
	Yes
	Asheville
	Ronnie Kaylor
	When eastern part of state is uninhabitable

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


COMMUNICATIONS SYSTEMS SUPPORTING ESSENTIAL FUNCTIONS 
Complete a separate worksheet for each essential function. Review information already gathered on vital systems and equipment for clues on communication systems that support critical processes and services and in turn their associated essential functions. In this chart, list the current vendor and its contact information; the services the vendor is currently providing the agency; and any special emergency services the vendor has to offer. 

Essential Function: __________________________________________________
	Communication Mode 
	Current Provider 
	Services Provided 
	Special Services Available
	Alternate Provider? 

	Voice Lines 
	 ITS
	 
	 
	

	Fax Lines 
	 ITS
	 
	 
	 

	Data Lines 
	 ITS
	 
	 
	 

	Cellular Phones 
	 ITS/ Alltel, Nextel, Verizon
	 
	 
	 Cingular

	Pagers 
	 
	 
	 
	 

	E-Mail 
	 CCPS IT
	 
	 
	 

	Internet Access 
	 CCPS IT
	 
	 
	 

	Instant Messenger Services 
	 N/A
	 N/A
	 
	 

	Blackberry and Other Personal Digital Assistants (PDAs) 
	 ITS
	 Voice, data, e-mail
	 
	 

	Radio Communication Systems 
	 SHP
	 800 and low band
	 
	 


ALTERNATIVE MODES OF COMMUNICATION 
	Communication Mode 
	Current Provider 
	Alternate Provider 
	Alternative Mode #1 
	Alternative Mode #2 

	Voice Lines 
	 ITS
	 
	Cell phone
	e-mail

	Fax Lines 
	ITS
	 
	None
	 

	Data Lines 
	ITS
	 
	None
	 

	Cellular Phones 
	ITS
	 
	Other provider
	 

	Pagers 
	 
	 
	 
	 

	E-Mail 
	 CCPS IT
	 
	 
	 

	Internet Access 
	 
	 
	 
	 

	Instant Messenger Services 
	 
	 
	 
	 

	Blackberry and Other Personal Digital Assistants (PDAs) 
	 
	 
	 
	 

	Radio Communication Systems 
	 SHP
	 
	Nextel
	Local agencies

	Other 
	 
	 
	 
	 


WORKSHEET #43:  FORMING A RECONSTITUTION TEAM 

The Reconstitution Team is a group of identified employees who help implement the reconstitution plan developed by an organization.  Fill in the following worksheet to determine which employees will help carry out the reconstitution plan and decide when an organization is able to reoccupy its primary worksite.  This team will be lead by the Reconstitution Manager.   

	Title 
	Name 
	Role 
	Responsibilities 

	Manager 
	 W.C.Chandler
 
	DDA
	Supervise reconstitution

	Team Member 1 
	Kelton Brown
	IT 
	Restore communications, computers, data

	Team Member 2 
	Angela Hayes
	Records
	Oversee reconstitution of necessary records


SAMPLE COOP TRAINING PLAN 
	Program 
	Method 
	Audience 
	Frequency 
	Cost 

	Orientation 
	Briefing 

Job Aids 
	New Hires 
	Monthly 
	$1,000 

	Orientation 
	Briefing 

Job Aids 
	Senior Management 
	Annually 
	$5,000 

	Refresher 
	Intranet 
	All employees 
	Annually 
	$2,000 

	Orientation 
	Workshop 
	Essential Personnel 
	Monthly 
	$12,000 

	Orientation 
	Workshop 
	Successors 

Selected Essential Personnel 
	1st Quarter FY 200X 
	$10,000 

	Orientation 
	Classroom 
	Executive Leadership 

Senior Management 

Supervisors 
	2nd Quarter FY 200X 
	$5,000 

	Orientation 
	Intranet 

Meetings 
	All employees 
	2nd Quarter FY 200X 
	$7,000 

	Orientation 
	Workshop 
	Special Teams 
	1st Quarter FY 200X 
	$5,000 

	Total Cost 
	$47,000 


SAMPLE COOP EXERCISE PLAN 
	Type 
	Participants 
	Frequency 
	Cost 
	Location 

	Drill 
	Successors 
	Quarterly 
	$15,000 
	Alternate Facility 

	Tabletop 
	Senior Management 
	Annually 
	$25,000 
	TBD 

	Full-scale 
	Key Personnel 
	Annually 
	$100,000 
	Alternate Facility 

	Tabletop 
	Key Personnel 

Successors 
	Annually 
	$3,000 
	Training Room 

Alternate Facility 

	Tabletop 
	Executive Leadership 

Senior Management 

Supervisors 
	Annually 
	$1,000 
	Training Room 

	Total Cost
	$144,000 


SAMPLE COOP PLAN MAINTENANCE SCHEDULE 
	Activity 
	Tasks 
	Frequency 

	Plan update and certification 
	• Review entire plan for accuracy 

• Incorporate lessons learned and changes in policy 

   and/or philosophy 

• Manage distribution of plan updates 
	Annually (November of each year) or as needed 

	Maintain and update Orders of Succession 
	• Obtain names of current incumbents and 

   designated successors 

• Update delegations of authorities 
	Annually (November of each year) or as needed 

	Update checklists 
	• Update and revise checklists 

• Ensure annual update/validation 
	Annually (November of each year) or as needed 

	Appoint new COOP team members 
	• Review qualification requirements 

• Issue appointment letters 

• Schedule new member orientation 
	As needed 

	Maintain alternate worksite readiness 
	• Test all systems 

• Verify access codes and systems 

• Cycle supplies and equipment as needed 
	Quarterly 

	Review/update supporting MOUs/MOAs 
	• Review MOUs/MOAs for currency and new needs 

• Incorporate revisions, as required 

• Obtain signatures of reviewing authorities to 

   confirm validity 
	Annually 

	Monitor and maintain equipment at alternate sites 
	• Train users and provide technical assistance as 

   needed 

• Monitor volume/age of materials and assist users 

   with cycling/updating/removing files 
	Ongoing 

	Train new Key Personnel 
	• Provide orientation 

• Schedule participation in training and exercises 
	Within 30 days of appointment 

	Orient new policy officials and senior management 
	• Brief officials on COOP philosophy 

• Brief each official on his/her COOP 

   responsibilities 
	Within 30 days of appointment 

	Plan and conduct exercises 
	• Conduct internal exercises 

• Conduct joint exercises with agencies 

• Support and participate in interagency exercises 
	• Semiannually 

• Annually 

• Annually or as needed 

	Maintain security clearances 
	• Obtain, maintain and update appropriate security clearances 
	Ongoing 


The above tables are examples from the Federal Emergency Management Agency (FEMA). 
COOP Plan Assessment
	Plan Component 
	Assessment Element 
	Assessment Criteria 

	A.  Command and Control / Governance 
	Plan Guidance, Definitions & Process 
	To accomplish a given objective, organizations need a guiding framework.  This framework should clearly define the rules governing the performance of objective oriented tasks.  It should also define the control structure and organizational construct for the organization. In accordance with current best practices across federal, state and local governments, a viable COOP capability should: 

• Provide clear documentation of authorities enabling and authorizing the creation, modification, ongoing maintenance and execution of plans 

• Contain crisp definitions of COOP related terms (EMAP; FEMA; BIA; etc.) 

• Accommodate ongoing regulatory and legislative needs. 

• Be maintained at a high level of readiness 

• Be capable of implementation both with and without warning 

• Integrate with other agency plans and the overall Emergency Management Program elements (EOP plan, mitigation plan, etc.) 

• Take maximum advantage of existing agency field infrastructures 

• Maintain COOP capabilities using a multi-year strategy and program management plan 

• Outline the process the agency will follow to designate essential functions and resources  

• Define short and long-term COOP goals and objectives 

• Define centralized financial management roles and financial management processes 

• Anticipate and address issues and potential obstacles, and establish planning milestones 

• Develop and document an executive decision process that would allow for a review of the emergency and determination of the best course of action for response and recovery 

• Ensure plans are based on an all hazards approach 

• Document process to manage outreach to public sector for business continuity planning and public communications 




	Plan Component 
	Assessment Element 
	Assessment Criteria 

	A.  Command and Control / Governance 
	Plan oversight, monitoring, reporting (Program Management Layer for entities with multiple agencies / units requiring coordination, synchronization and collaboration)  
	To provide a focal point to orchestrate COOP life cycle activities, a State Level Program Management capability should be used.  Inherent in that role is the responsibility to: 

 • Formulate guidance for agencies to use in developing viable, executable plans 

• Facilitate interagency coordination as appropriate 

• Oversee, assess and report on the status of each agency’s COOP capability across the entire Emergency Management program    

• Define project management process and measures for all phases of the plan life cycle (key process measures, reporting intervals/triggers, common templates, etc.) 

• Manage and report status against a baseline State COOP Program plan including but not limited to:  budget, project schedules and major milestones, issues, deliverables 

• Define the Program and Project  management methodology, tools and artifacts to be used across the group of entities it serves 

• Serve as a cross functional entity to facilitate communication, status reporting and issues resolution between internal and external organizations 

• Collect appropriate testing and training data in order to assess and report on overall state of COOP readiness on a continuous basis 

• Provide a common focal point to accommodate ongoing regulatory and legislative needs 

• Forecast budgetary requirements for the program based on assimilation of input from the various agencies 




	Plan Component 
	Assessment Element 
	Assessment Criteria 

	A.  Command and Control / Governance 
	Program Management Structure 
	Under direction from the overall Emergency Management Program, a State COOP Program Management structure should be established.  That structure should include the following components at a minimum: 

• COOP Program Steering Committee consisting of key stakeholders to provide direction and overall leadership to the COOP Program 

• State Program Management Office 

• Agency level Disaster Readiness Team (DRT) 

• A single Point of Contact (POC) for each agency 

The Program Steering Committee should meet on a regular basis in order to provide direction and guidance to the Program Management Office.  The Program Management Office should manage COOP activities across the various agencies working with the individual agency POC.  The POC will typically lead the agency DRT. 

	B. Concept of Operations 
	Plan Procedures  
	• Providing for personnel accountability throughout the duration of the emergency; 

• Establishing reliable processes and procedures to acquire resources necessary to continue essential functions 

• The duration of time that operations should be continued along with the organization’s approach to transitioning back to normal operations  

• Managing public communications  




	Plan Component 
	Assessment Element 
	Assessment Criteria 

	C. Business Impact Analysis 


	Identification of Essential Functions; Vital Records, Software Applications and Databases; Equipment; Internal and External Resources; Facilities


	Agencies should identify their essential functions as the basis for COOP planning. Essential functions are those functions that enable agencies to provide vital services, exercise civil authority, maintain the safety and well being of the general populace, and sustain the industrial/economic base in an emergency.  When identifying essential functions, agencies should:  

• Identify all functions performed by the agency, then determine which must be continued under all circumstances  

• Prioritize these essential functions 

• Establish internal and external staffing and resource requirements needed to perform essential functions 

• Identify mission critical equipment, software applications,  data and systems necessary to conduct essential functions 

• Identify requirements for alternate facilities 

• Defer functions not deemed essential to immediate agency needs until additional personnel and resources become available 

• Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.  

Plans should account for the identification and protection of the equipment, vital records, software applications and databases necessary to perform essential functions and all activities needed to reconstitute normal agency operations after the emergency.  These plans should include the associated system/data management software and other critical hardware, software and ancillary equipment.   Provisions for managing and protecting classified or sensitive data at the recovery site are required. To the extent possible, agencies should pre-position and update on a regular basis duplicate records or back-up electronic files.   

 


	Plan Component 
	Assessment Element 
	Assessment Criteria 

	
	Hazard Identification, Risk Assessment and Impact Analysis; Resource Management; Mutual Aid; Public Communication 
	COOP planning teams should conduct analysis of the potential hazards that the agency may encounter, the likelihood of those hazards and the impact such occurrences would have on their ability to provide essential services.  These analyses should be conducted at a minimum considering:  Natural Hazards, 

Human caused hazards, Likelihood of occurrence, Consequences of the occurrence. 

 For each assessment Resource Management planning should be conducted. Resource Management would assess resource requirements against available resources to determine shortfalls.  Requirements for closing resource gaps would be generated.  These requirements would be dealt with in DRP planning or identified and prioritized in the jurisdiction’s strategic plan and budget.  The need for Mutual Aid agreements would be identified.  After assessing Existing Mutual Aid agreements against these requirements, new Mutual Aid agreements would be executed to close any of the remaining newly identified gaps. 

 

	D. Disaster Response Plan 
	Delegations of Authority  
	To ensure rapid response to any emergency situation requiring plan implementation, agencies should pre-delegate authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations as appropriate. These delegations of authority should:  

• Identify the programs and administrative authorities needed for effective operations at all organizational levels having emergency responsibilities 

• Identify the circumstances under which the authorities would be exercised 

• Document the necessary authorities at all points where emergency actions may be required, delineating the limits of authority and accountability 

• State explicitly the authority of designated successors (referred to in Orders of Succession) to exercise agency direction, including any exceptions, and the successor’s authority to re-delegate functions and activities as appropriate 

• Indicate the circumstances under which delegated authorities would become effective and when they would terminate.  Generally, predetermined delegations of authority would take effect when normal channels of direction are disrupted and would terminate when these channels have resumed 

• Specify responsibilities and associated training requirements for non-agency officials who may be expected to assume authorities in an emergency  

• Specify responsibilities and authorities of individual agency representatives designated to participate as members of interagency emergency response teams 

	Plan Component 
	Assessment Element 
	Assessment Criteria 

	D. Disaster Response Plan 
	Orders of Succession  
	Agencies are responsible for establishing, promulgating, and maintaining orders of succession to key positions. Such orders of succession are an essential part of an agency’s plan. Orders should be of sufficient depth to ensure the agency’s ability to perform essential functions while remaining a viable part of the North Carolina Government through any emergency. Geographical dispersion is encouraged, consistent with the principle of providing succession to office in emergencies of all types. Each agency should:  

• Establish an order of succession to the position of Agency Head.  A designated official serves as acting head of the agency until appointed by AGENCY DESIGNATE or relieved.  

• Establish orders of succession to other key headquarters leadership positions 

• Establish, for agencies organized according to the standard regional structure, an order of succession to the position of regional director or equivalent 

• Identify any limitation of authority based on delegations of authority to others 

• Describe orders of succession by positions or titles, rather than names of individuals  

• Include the orders of succession in the vital records of the agency;  

• Revise orders of succession as necessary, and distribute revised versions promptly as changes occur 

• Establish the rules and procedures designated officials are to follow when facing the issues of succession to office in emergency situations 

• Include in succession procedures the conditions under which succession will take place; method of notification; and any temporal, geographical, or organizational limitations of authorities 

• Assign successors, to the extent possible, among the emergency teams established to perform essential functions, to ensure that each team has an equitable share of duly constituted leadership,  

• Conduct orientation programs to prepare successors for their emergency duties 



	D. Disaster Response Plan 
	Alternate Facilities 
	Agencies should designate alternate operating facilities as part of their plans.  They should prepare their personnel for the possibility of unannounced relocation of essential functions and/or COOP contingency staffs to these facilities.  Alternate facilities should provide:  

• Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction;  

• Sufficient space and equipment to sustain the  

	Plan Component 
	Assessment Element 
	Assessment Criteria 

	D. Disaster Response Plan
	Alternate Facilities
	relocating organization. Since the need to relocate may occur without warning, or access to normal operating facilities may be denied, agencies are encouraged to pre-position and maintain minimum essential equipment for continued operations at the alternate operating facilities;  

• Interoperable communications with all identified essential internal and external organizations, critical customers, and the public;  

• Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc.  

• Consideration for the health, safety, and emotional well-being of relocated employees  

• Appropriate physical security and access controls.  

	D. Disaster Response Plan 
	Interoperable Communications 
	The success of agency operations at an alternate facility is absolutely dependent upon the availability and redundancy of critical communication systems to support connectivity to internal organizations, other agencies, critical customers, and the public. When identifying communications requirements, agencies should take maximum advantage of the entire spectrum of communications media likely to be available in any emergency situation. These services may include, but are not limited to, secure and/or non-secure voice, fax, and data connectivity; Internet access; and electronic mail.  Interoperable communications should provide:  

• Capability commensurate with an agency’s essential functions and activities;  

• Ability to communicate with COOP contingency staffs, management, and other organizational components;  

• Ability to communicate with other agencies and emergency personnel; and,  

• Access to other data and systems necessary to conduct essential activities and functions. 




	Plan Component 
	Assessment Element 
	Assessment Criteria 

	D. Disaster Response Plan 
	Phase specific Checklists 
	A COOP will often involve relocation of essential functions to a different location or locations. In order to maintain order and minimize confusion, standard procedures and enabling checklists should be provided.  These procedures and checklists should document at a task level all steps to accomplish the objectives of the specific DRP phase: Activation, Stabilization, Return to normal operations. 

 Additional pre-emergency activities to create standard vendor contracts, mutual aid agreements can be very effective in terms of improving the effectiveness of an agency’s plan. 

	E. Maintain Readiness 
	Tests, Training and Exercises 
	Testing, training, and exercising of COOP capabilities are essential to demonstrating and continuously improving the ability of agencies to execute their plans. Training familiarizes contingency staff members with the essential functions they may have to perform in an emergency. Tests and exercises serve to validate, or identify for subsequent correction, specific aspects of plans, policies, procedures, systems, and facilities used in response to an emergency situation. Periodic testing also ensures that equipment and procedures are maintained in a constant state of readiness. All agencies shall plan and conduct tests and training to demonstrate viability and interoperability of plans. COOP test, training, and exercise plans should provide for:  

 • Annual individual and team training of agency COOP contingency staffs and emergency personnel to ensure currency of knowledge and integration of skills necessary to implement plans and carry out essential functions.  

• Validate completion of training of officials who may be expected to assume authorities in an emergency 

• Annual internal agency testing and exercising of plans and procedures to ensure the ability to perform essential functions and operate from designated alternate facility(ies).   

• Testing of alert and notification procedures and systems for any type of emergency at least quarterly 

• Refresher orientation for COOP contingency staffs arriving at an alternate operating facility. The orientation should cover the support and services available at the facility, including communications and information systems for exchanging information if the normal operating facility is still functioning; and administrative matters, including supervision, security, and personnel policies 

• Joint agency exercising of COOP’s where applicable and feasible 

• Risk/Vulnerability assessments driving subsequent mitigation strategies and action plans

	Plan Component 
	Assessment Element 
	Assessment Criteria 

	E. Maintain Readiness 
	Plan Maintenance 
	Agencies should adopt a continuous improvement approach to plan management in order to sustain viability of the respective agency’s plan.  Each agency should: 

• Maintain a multi-year maintenance plan 

• Use formalized change management techniques to institutionalize changes 
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